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Industrial Security

Safety: protection against machinery Security: protection for machinery

Safety and Security – a holistic approach

Thanks to our many years of experience in Machinery Safety, we know exactly how to combine safety and industrial 

security into a powerful, seamless concept. A comprehensive understanding of a machine’s safety functions is essential 

for defining the right protective measures. Complete machine protection can only be achieved when both perspectives 

work together harmoniously. Safety and security should therefore always be considered together.

Machinery Safety  
and Industrial Security

An important relationship  

with far-reaching consequences

In addition to Machinery Safety, Industrial Security is also 

becoming increasingly important. The focus is no longer 

only on protecting employees from hazardous machinery, 

but also on protecting machinery from manipulation,  

for example through cyber attacks. Digitisation and 

networking lead to new vulnerabilities that can cause 

economic and physical harm.  

Areas in plant and machinery particularly in need of 

protection must be secured to prevent unwanted access 

to the control network. Security loopholes can lead to 

accident risks, loss of quality or production downtimes. 

Both aspects – Safety and Security – are necessary for 

the safe handling of machinery in production.

Good to know: 

Pilz verifies compliance with standards  

in both safety and security – for every piece  

of machinery and in every environment.  

Find out more  

about our approach!

www.pilz.com/safety-security
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Industrial Security

Industrial Security – right from the start

Good to know: Industrial Security is set to become mandatory in Europe 

In Europe, safety and security have been closely linked by new regulations such as the NIS 2 Directive,  

the EU Machinery Regulation and the Cyber Resilience Act (CRA). This makes an Industrial Security risk  

assessment mandatory for companies, machinery and products that incorporate digital elements. From 2027, 

machinery that does not comply with these requirements may no longer be placed on the market in the EU.  

You can find relevant training courses at www.pilz.com/trainings.

Everything you need  

to know about the  

EU Machinery Regulation: 

www.pilz.com/mr

Important information regarding  

standards and guidelines in the  

field of Industrial Security: 

www.pilz.com/security

Further information:

Industrial Security plays a crucial role in guaranteeing 

reliable machinery safety and efficient production. 

Identifying vulnerabilities at an early stage helps to prevent 

unauthorised access to or tampering with machinery.

To minimise risks from the outset, Industrial Security 

should be integrated into the overall design of the 

machinery as early as the planning and design phase.  

It also plays a key role for the operating personnel  

and helps to ensure safety, as well as uninterrupted  

and sustainable plant operations every day.

Protect your machinery against tampering!

At Pilz, we support you with bespoke solutions at  

every stage of your Industrial Security implementation –  

ensuring protection, reliability and long-term success.
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Fundamentals of Industrial Security

Trainings on Industrial Security 

Your benefits at a glance

•	 Quick introduction to the subject of Industrial 

Security

•	 Compact knowledge-building on terminology  

and requirements

•	 Understand cyber-security in the context of 

machinery and network security

•	 Best practices for understanding cybersecurity  

risks in in-house production

Knowledge protects! Build up your security expertise. For greater Safety.

Fundamental

Are you ready? Step into the world  

of Industrial Security:

Cyber-attacks, OT security, new requirements –  

right now is the time to be smart and plan ahead:

Learn the essentials in the training “Fundamentals of 

Industrial Security”from Pilz now and protect yourself  

and your machines from manipulation and cyber-attacks 

at the machine production level. 

Digitisation, networking of machinery and digital elements 

in automation require Industrial Security to be considered 

in order to protect machinery. The aim of this training is to 

build up basic knowledge of Industrial Cyber Security: 

Basic terminology, concepts and regulatory requirements 

enable participants to access the subject through clear, 

practical examples, and communicate basic specialist 

knowledge of cyber security in the machinery sector.

This Industrial Cyber Security Training provides an 

optimum basis for acquiring the knowledge needed  

to improve the security of your own industrial plant  

and machinery.

Further information on Industrial Security training  

courses can be found on our website at:

www.pilz.com/security-trainings
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Trainings on Industrial Security 

Online information 
at www.pilz.com/
security-trainings

Sign up now –  
because knowledge 
protects!

Fundamentals of Industrial Security

Training Details Duration of the training
1 day online or on-site format

Contents
	• Introduction to Industrial Security  

	- Differences between Operational Technology (OT) and Information Technology (IT) 
	- Defence in Depth 
	- Overview of assets 
	- Machinery Safety and Industrial Security 
	- Different attacker groups 
	- Malware in general 

	• Fundamentals of network security
	- Types of networks, devices and industrial protocols 
	- Network segmentation 
	- Difference between secure and unsecure communications 

	• Threats, protective measures and best practice
	- Possible threat scenarios and best practices 
	- Cyber Kill Chain framework 
	- General weaknesses and specific vulnerabilities 

	• Legislation and standards 
	- EU Machinery Regulation 
	- Cyber Resilience Act (CRA) 
	- NIS 2 Directive 
	- Relevant legislations from outside EU 
	- Overview of Industrial Security standards 
	- Foundations of IEC 62443 
	- Introduction to EN 50742 
	- Introduction to ISO 27000 

	• Impact of cyber-attacks on OT systems 
	• Basics of security risk assessment 

Target Groups This training is aimed at all employees of machine manufacturers, integrators and operators who  
are looking for an introduction to the subject of Industrial Security. The training is particularly suitable  
for those who are responsible for Machinery Safety in day-to-day operations, such as:

	• Design engineers 
	• Project managers 
	• Planners 
	• System integrators 
	• Safety officers 
	• Production managers/those responsible for production 
	• Those responsible for upgrades and maintenance of plant and machinery 
	• Technical purchasers 
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Trainings on Industrial Security 

CESA – Certified Expert  
for Security in Automation

Your benefits at a glance

•	 The qualification teaches comprehensive specialist knowledge of 

normative requirements, the basics of risk assessment and technical  

and organisational security measures in the industrial environment.

•	 You will learn the correct application and implementation of the standard 

IEC 62443 and which requirements machinery must fulfil to meet  

modern Industrial Security standards.

•	 We‘ll show you how you can assess and optimise your machinery in 

terms of cyber security.

•	 Deepen your knowledge of the management of security risks arising  

from the networking and application of IT and industrial machinery in  

the production hall.

•	 The compact design of the course and content built on prior knowledge 

enables certification within just two days.

•	 When you pass the test, you will receive the globally recognised  

TUV NORD “CESA – Certified Expert for Security in Automation” 

certificate that verifies your qualification.

Threats in the form of cyber attacks 

on the industrial environment of 

businesses are constantly on the rise, 

presenting a major challenge for 

so-called Industrial Security. This 

describes the protection of the 

machine from people, e.g. through 

cyber attacks, manipulation or even 

incorrect operation. It is becoming 

more and more important to not  

only take into account the Safety  

but also the Security of plants and 

machinery. It was specifically for 

these challenges that we designed 

the “CESA – Certified Expert for 

Security in Automation” qualification.

Empowerment for Industrial Security in Automation

Expert
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Certificate
Following the completion of training provided by Pilz,  

this certificate issued by TÜV NORD CERT GmbH to

Max Mustermann

certifies that the above named has achieved the qualification

CESA – Certified Expert  

for Security in Automation

which meets the requirements of the guideline for Certification of 

Certified Expert for Security in Automation (CERT-XXXXXXX)

Certificate No.: XXXXXXX 

Valid from: YYYY-MM-DD

Valid until: YYYY-MM-DD

Max Mustermann

Specialist Manager Personnel Certification

TÜV NORD CERT GmbH

Am TÜV 1

45301 Essen, Germany

technology@tuev-nord.de
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Trainings on Industrial Security 

Training Details Duration of the training
2 days online or on-site format

Contents
	• Introduction

	- Introduction to Industrial Security
	• Legislation 

	- Overview of International Legislation 
	- Machinery Regulation (MR) 
	- Cyber Resilience Act (CRA) 
	- NIS 2 

	• Standards
	- Overview of International Security Standards. 
	- Basics of IEC 62443 as the central framework for Industrial Security  
(IACS Lifecycle, Responsibilities/Conformity)

	• Roles and responsibilities of Operator, Integrator and Manufacturer in the context  
of IEC 62443 and regulatory requirements 
	- Operator related standards for OT security management, governance and continuous  
risk management: 
	- ISO 27000 
	- IEC 62443-2-1, -2-2

	- Manufacturer related standards for secure product development, technical security requirements  
and protection against corruption:
	- IEC 62443-3-3, -4-1, -4-2 
	- EN 50742 

	- Integrator related standards: Security Program requirements and methodology for Service Providers: 
	- IEC 62443-2-4, -6-1 

	• Risk Assessment (detailed review)
	- Security Risk Assessment requirements from Legislations (NIS 2, CRA, MR)
	- Different types of Security Risk Assessments in accordance with Standards
	- Security Risk Assessment based on IEC 62443-3-2

Target Groups The CESA certification is aimed in particular at manufacturers,  
integrators and users of industrial automation systems, as well as at:

	• Plant engineers 
	• Construction engineers 
	• Design engineers 
	• Project engineers 
	• System integrators 
	• Production managers/those responsible for production 
	• Those responsible for upgrades and maintenance of plant and machinery 
	• Development managers 
	• Chief Information Security Officers (CISO) 

CESA – Certified Expert for Security in Automation

Online information at 
www.pilz.com/cesa

Sign up now and 
become a CESA –  
Certified Expert 
for Security in 
Automation

Your particular benefit: CESA was designed  

in cooperation with TÜV NORD

After successfully completing the test, you receive the globally recognised 

certificate that is issued by TÜV NORD as proof of your personal certification. 

•	The certificate is valid for four years and then can be extended for  

another four years by taking part in recertification training.

•	The certification allows you to use the title “CESA – Certified Expert  

for Security in Automation”.
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Services for Industrial Security 

Single machines

One or high number of machines

Security  
Evaluation of 

Machinery

Security  
Assessment of 

Machinery

System under 
Consideration

Legislation 
and  

Standards

Protection 
Need  

Analysis

Individual 
Equipment 

Review

Priority and 
Action List

Digital  
Twin

Detailed  
Assessment

Proposed 
Risk  

Reduction

Industrial Security Services

Your benefits at a glance

•	 Protecting machinery safety against  

corruption and manipulation

•	 Greater efficiency thanks to improved  

protection against cyber attacks and incidents  

that disrupt production 

•	 Safeguarding product integrity and  

data confidentiality

•	 Compliance with statutory and standard  

Industrial Security requirements  

•	 Support for mandatory compliance  

with the EU Declaration of Conformity

Pilz offers specialist Industrial Security services at various 

technical levels, helping manufacturers and end users 

identify, prioritise and assess threats and vulnerabilities – 

from individual pieces of machinery right through to the 

entire production facility. The main objectives are to 

ensure machinery safety and to comply fully with all 

relevant Industrial Security regulations.

Be aware of the risks. Strengthen security. Protect what matters.  
Your machinery. Our competence. Your guide to Industrial Security for machinery.

Online  
information at 
www.pilz.com/iscs

Find out  
more now!
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Services for Industrial Security 

Security Evaluation of Machinery  
and Security Assessment of Machinery

Typical application scenarios: 

Overview of the security status of existing  

machinery or when purchasing new machinery.

•	Evaluation of the machinery's safety status  

and identification of existing vulnerabilities

•	Identification of critical components and evaluation  

of the associated safety risk based  

on impact and probability of occurrence

•	Identification of significant safety gaps, including 

recommended risk reduction measures

•	A concise, actionable report on the current  

security status

•	Assessment of the need for action: are initial  

measures sufficient, or is a more in-depth  

security risk assessment required?

Two services. Individually or as a powerful duo.

Security Evaluation of Machinery Security Assessment of Machinery

Typical application scenarios: 

Highly networked machinery with a significant impact  

on safety and business continuity.

•	In-depth, structured security analysis  

in accordance with IEC 62443 

•	Efficient process achieved using existing  

evaluation data (where available) 

•	Detailed examination of the machine to identify 

vulnerabilities and evaluate their impacts

•	Precise deduction of targeted risk reduction measures 

through a detailed breakdown

•	Providing concrete risk reduction strategies  

to protect machinery against cyber manipulation  

and strengthen Industrial Security

+ 	 Your detailed security 

analysis of individual 

items of machinery

+ 	 Your quick overview  

of the Industrial Security  

status in OT
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Safety
and Security

Lifecycle

Consulting and Engineering Services for building, operating
and improving safe, secure and compliant machines worldwide.
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Safety for every phase  

of the machine life cycle

•	Consulting and Engineering Services  

for building, operating and improving of machines

•	Sensor and control technology –  

the safe complete solution for your machines

•	Pilz training courses for expertise in your company

•	MYZEL Lifecycle Platform for the management  

of your personnel and machine data

Develop suitable safety strategies for your machines with Pilz. Our experienced safety experts  

will support you in optimising the safety of your machines and increasing the availability  

of your plants.

Pilz Safety Solutions

Talk to your  
Pilz safety expert today!

www.pilz.com/safety-security
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Product-based solutions for Industrial Security 

Identification and  
Access Management – I.A.M.

Our Safety and Security  

product solutions

Discover our integrated Safety  

and Security solutions from the  

Identification and Access Manage-

ment portfolio – I.A.M.! With tailored 

offers for employee protection, liability 

protection, maximum productivity  

and the protection of your data.

From user authentication to operating mode selection or data and network security to access management.  
We offer Safety and Security in one system!

Online information at 
www.pilz.com/iam

Learn more  
about I.A.M.



 

Support
Technical support is available from Pilz round the clock. 

Americas

Brazil

+55 11 97569-2804

Canada

+1 888 315 7459

Mexico

+52 55 5572 1300

USA (toll-free)

+1 877-PILZUSA (745-9872)

Asia

China

+86 400-088-3566 

Japan

+81 45 471-2281

South Korea

+82 31 778 3390

Australia and Oceania

Australia

+61 3 95600621

New Zealand

+64 9 6345350

Europe

Austria

+43 1 7986263-444

Belgium, Luxembourg

+32 9 3217570

France

+33 3 88104003

Germany

+49 711 3409-444

Ireland

+353 21 4804983

Italy, Malta

+39 0362 1826711

Scandinavia

+45 74436332

Spain

+34 938497433

Switzerland

+41 62 88979-32

The Netherlands

+31 347 320477

Türkiye

+90 216 5775552

United Kingdom

+44 1536 460866

You can reach our  

international hotline on:  

+49 711 3409-222  

support@pilz.com

Presented by:

C
EC

E,
 C

H
R

E,
 C

M
S

E®
, I

nd
us

tr
ia

lP
I®

, L
ea

ns
af

e®
, M

Y
ZE

L®
, P

A
S

40
00

®
, P

A
S

ca
l®

, P
A

S
co

nfi
g®

, P
ilz

®
, P

IT
®
, P

M
C

pr
im

o®
, P

M
C

pr
ot

eg
o®

, P
M

C
te

nd
o®

, P
M

D
®
, P

M
I®

,  
P

N
O

Z®
, P

rim
o®

, P
S

EN
®
, P

S
S

®
, P

VI
S

®
, S

af
et

yB
U

S
 p

®
, S

af
et

yE
Y

E®
, S

af
et

yN
ET

 p
®
, T

H
E 

S
P

IR
IT

 O
F 

S
A

FE
TY

®
 a

re
 re

gi
st

er
ed

 a
nd

 p
ro

te
ct

ed
 tr

ad
em

ar
ks

 o
f P

ilz
 G

m
bH

 &
 C

o.
 K

G
  

in
 s

om
e 

co
un

tr
ie

s.
 W

e 
w

ou
ld

 p
oi

nt
 o

ut
 th

at
 p

ro
du

ct
 fe

at
ur

es
 m

ay
 v

ar
y 

fro
m

 th
e 

de
ta

ils
 s

ta
te

d 
in

 th
is

 d
oc

um
en

t, 
de

pe
nd

in
g 

on
 th

e 
st

at
us

 a
t t

he
 ti

m
e 

of
 p

ub
lic

at
io

n 
 

an
d 

th
e 

sc
op

e 
of

 th
e 

eq
ui

pm
en

t. 
W

e 
ac

ce
pt

 n
o 

re
sp

on
si

bi
lit

y 
fo

r 
th

e 
va

lid
ity

, a
cc

ur
ac

y 
an

d 
en

tir
et

y 
of

 th
e 

te
xt

 a
nd

 g
ra

ph
ic

s 
pr

es
en

te
d 

in
 th

is
 in

fo
rm

at
io

n.
  

P
le

as
e 

co
nt

ac
t o

ur
 T

ec
hn

ic
al

 S
up

po
rt

 if
 y

ou
 h

av
e 

an
y 

qu
es

tio
ns

.

We are represented internationally. Please refer to our homepage www.pilz.com  
for further details or contact our headquarters.

Headquarters: Pilz GmbH & Co. KG, Felix-Wankel-Straße 2, 73760 Ostfildern, Germany
Telephone: +49 711 3409-0, E-Mail: info@pilz.com, Internet: www.pilz.com

Pilz develops environmentally-friendly products using  

ecological materials and energy-saving technologies.  

Offices and production facilities are ecologically designed, 

environmentally-aware and energy-saving. So Pilz offers 

sustainability, plus the security of using energy-efficient  

products and environmentally-friendly solutions.

Reporting security vulnerabilities or security incidents

If you would like to report a security vulnerability or a security incident in connection with a Pilz product,  

please contact our Pilz Product Security Incident Response Team (PSIRT).  

You can reach us at: www.pilz.com/psirt

www.pilz.com/facebook 

www.pilz.com/youtube 

www.pilz.com/xing

www.pilz.com/linkedin

Pilz GmbH & Co. KG

Felix-Wankel-Straße 2

73760 Ostfildern, Germany

Tel.: +49 711 3409-0

E-Mail: info@pilz.com, Internet: www.pilz.com
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