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1. Useful documentation

Reading the documentation listed below is necessary for understanding this application note.

The availability of the indicated tools and safe handling are also presupposed with the user.

1.1. Documentation from Pilz GmbH & Co. KG

No. Description Item No.

1 Pilz international homepage, download section www.pilz.com

2 Operating Manual PSSu H PLC1 FS SN SD 21939-EN-xx

3 System Description Programmable safety and control system PSS 4000 1001467-EN-xx

4 Safety Manual Programmable safety and control system PSS 4000 1001468-EN-xx

5 PAS4000 online help Version 1.8.0 or higher
Chapter: Hardware configuration > Configuration of the EtherNet/IP Adapter

6

1.2. Documentation from other sources of information

No.

Description

Item No.

Allen-Bradley portal (international)
Internet-Link to "ab.rockwellautomation.com"

Product catalogue of Allen-Bradley ControlLogix System (PLC)
Internet-Link to product catalogue "ControlLogix System"

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: pilz.gmbh@pilz.de
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2. Preface

This document provides a Step by Step example how to communicate between Allen-Bradley
ControlLogix and PSS 4000 with EtherNet/IP connection.

The document is not intended as a technical documentation for general use of Allen-Bradley
Automation Systems and Software “RSLogix 5000” of Rockwell Automation ControlLogix.

It may not be distributed to customers without a special note to its scope.

The EtherNet/IP-enabled PSS 4000 device from Pilz can be incorporated as an adapter in
EtherNet/IP for non-safety-related applications.
» It supports:
- Cyclical data exchange with an EtherNet/IP scanner
- Acyclical data exchange as "Explicit Message Server"
» For more details please see:

- Operation Manual of selected head module and
- PAS4000 help, chapter: Hardware configuration > Configuration of the EtherNet/IP Adapter

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany 6/54
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3. Configuration

3.1. List of used hardware

» Allen-Bradley hardware

This Application Note has been tested with the following hardware:
- CPU 1756-L55/A ControlLogix5555 Controller, Revision 12.27
- ETH-IP Scanner 1756-ENBT/A

=83 Backplane, 1756-A7/A
#-f) 00, 1756-L55/4 LOGIXS55S, PSS4000_EthernetIP
= 01, 1756-ENBT]&

Fig. 1: RSLogix 5000 — Hardware Configuration Allen-Bradley ControlLogix PLC

» Pilz hardware

This Application Note has been tested with the following hardware:
- PSSu H PLC1 FS SN SD (order number 312070)

- Firmware: R8.0d.RTSB147.89059

- HW: 2

EmEEE
ey

Fig. 2: PAS4000 — Hardware Configuration PSS 4000

Notice: The 4 failsafe outputs are directly wired to the 4 failsafe inputs in the same order.
The 4 standard outputs are directly wired to the 4 standard inputs in the same order.
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3.2. List of supported Pilz hardware

» PSS 4000 head modules with order number:
- PSSuHPLC1FS SN SD 312070
- PSSu HPLC1FS SN SD-T 314070
- PSSu HPLC1FS SN SD-R 315070

3.3. List of used software

This Application Note has been tested with the following software:
» Allen-Bradley: RSLogix 5000, Version V12.06.00
» Pilz: PAS4000, Version R8.0d.PASB221

3.4. List of used IP addresses

The following IP addresses has been used in the example project:
» Computer (PAS4000, RSLogix 5000): 169.254.60.11

» Allen-Bradley ControlLogix PLC: 169.254.60.130

» Pilz PSS 4000 PLC: 169.254.60.110

Notice: For more information about setting IP address
» open in software “PAS4000” in menu “Help” the function "Contents and Index" and
» choose chapter "Hardware configuration" » “Create new device” » “Create PSSu system”
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4. Application Task

Create a connection with EtherNet/IP and communicate between PSS 4000 and Allen-Bradley

ControlLogix PLC.

The initial ControlLogix -Hardware configuration is not implemented in this “Application Note”.

You can get further details if you read the Allen-Bradley ControlLogix manuals, e.g.:

» Allen-Bradley User Manual “EtherNet/IP Network Configuration”

» Allen-Bradley Quick Start “Logix5000 Control Systems: Connect POINT I/O Modules Over an
EtherNet/IP”

4.1. Steps before you can start

» Set IP address of your PC.
In this example the IP address for the PC is 169.254.60.11.

IP Address |169.254, 60 . 11
Subnet Mask (255,255, 0 , 0
Default Gakeway

Fig. 3: PC — Set IP address

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany 9/54
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4.2. Steps for Allen-Bradley ControlLogix PLC

4.2.1. Prepare ControlLogix PLC with EtherNet/IP adapter

» Start software “RSLogix 5000”
» Select recent communication path to your ControlLogix PLC

i RSLogix 5000

File Edit Wiew Search Logic Communications Tools  Window  Help

|=|E| S| 2l=|e] o] =l #lsels| = M| @jal

No Controller [I, 17 ! Path: | AB_ETHIP-11163.254.60.130\Backplarieh) _Y\! |
r b h
- N | | | | | |Select Recent Communications Path

Fig. 4: RSLogix 5000 — Select recent communication path (1)

" )

"1 Select Recent Communications Path

Contraller Path | | Goonine |
AE_PSSA000_ETH P AE ETHIP-15164 254 £0.1 3008 ackplanahi

mcdp AB_ETHIP-1417216.215.185\B ackplanel . Upload...

PazDiag AB_ETHIP-1MT7216.202 147 4B ackplanetl Downoad
PNOZ ol AB_ETHIP-147216.216.78%B ackplanes0 =
PSSl AB_ETHIP-1M721E.203. 2114 B ackplane0 Close
PSSubeviceMet_Meumann  AB_DF1-141 =
Indirect_addreszing AB_PCIC-1%6M\E ackplanes0 Help
1111_MHMC AB_ETH-1%10.16.79.1125B ackplaney

Set Project Path

Path in Project: <none:

Fig. 5: RSLogix 5000 — Select recent communication path (2)
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» Create a new project:

4 RSLogix 5000

File Edit “iew Search Logic Communications Tools  Window  Help

Mew, .. Chel-HT %
CIpEn. .. Chrl+0

Fig. 6: RSLogix 5000 — Create new project (1)

» Create new controller:

FNEW Controller -\
YYendor: Allen-Bradley
Type: |1756:L55 Contrologix5555 Contraller - ak. Q |
Fievizion: 12 - Cancel
N Help
Mame: |4B_PSS4000_ETH_IP
Drescription:
Chassis Type: |1756:410° 10-Slot ContiolLogix Chassis -
Slot: IEl
Create In: |E:"~2EI1 21218 _P554000_EthernetlP_Head_Yorabtesthybpplica Browse. ..

Fig. 7: RSLogix 5000 — Create new project (2)
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» Create new Module Type (for EtherNet/IP Scanner):

Select Module Type

Type: Major Bewizion:

17RE-EMET A4 m

Type Dezcription

1786-DMA50 1786 SAR00 Drive Interface il

1756-DMB 30 1786 SB3000 Drive Interface

1786-DMD30 1786 S03000 Drive Interface

1786-DMF30 1786 SF3000 Drive Interface

1786-0MB 1786 DeviceMet Scanner

17RE-EMBF A 1786 10100 Mbpz Ethernet Bridge, Fiber Media

1756-EMBT A 1756 104100 Mbps Ethernet Bridge, Twisted-Pair Media

17RE-EMET A 1786 Ethernet Communication [nkerface

17R6-EMET /B 1786 Ethernet Bridge

1756-EWEB M 1756 104100 Mbps Ethernet Bridge w/Enhanced Web Services

1756-H5C 1756 High 5peed Counter

1756-HYD02 2 Az Hudraulic Serva "

Show
Wendar: |l v| W Other W Specialyl/0 SelectAl |
I+ Analog |+ Digtal | Communication v Motion v Contraller Clear Al |
k. F: | Carnicel | Help |

Fig. 8: RSLogix 5000 — Create new Module Type for EtherNet/IP Scanner (1)

Module Properties - Local {1756-ENBT/A 1.1)

Type: 1756-EMET A4 1756 10100 Mbpz Ethernet Bridae, Twisted-Pair Media
Wendor Allen-Bradley
Farent; Local
M arne: |.-’-'-.B_ETH_IF'_Scanner B [ e D
Diescription: o |P Address: | 169 . 254 . B0 . 130
" Host Mame: |
Slat; 1 il
Bieviziar: |_ 1 _|:| Electranic Keying: |I:|:umpatil:ule Module ﬂ
Cancel | | Mexst > [%J Finizh > | Help

Fig. 9: RSLogix 5000 — Create new Module Type for EtherNet/IP Scanner (2)

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
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» Create new Generic Ethernet Module:

) RSLogix 5000 - AB_PSS4000_ETH_IP [1756-L55]"

File Edit Wiew Search Logic Communications Tools  Window  Help

=23 Controller AB_PS54000_ETH_IP
3 Contraller Tags
3 Controller Faulk Handler
[T Power-Up Handler
-5 Tasks
- £ MainTask
+ Ea; MainPragrar
23 unscheduled Programs
=25 Ij Configuration
8§17 1756-ENET A BB, ETH. 1P, Sranner:

Mew Module, .. %

Fig. 10: RSLogix 5000 — Create new Generic Ethernet Module (1)

» Choose for 1756-ENET/A the standard “ETHERNET-MODULE — Generic Ethernet Module”:

Notice: » Because of used version of RSLogix 5000 configuration file (EDS) is not supported,
please use the standard module and configure the properties manually.
As of Version 20, RSLogix 5000 has a new EDS file manager “EDS Hardware Installation Tool”.
With the tool you can install, import, create, execute and delete EDS files.

- =

Select Module Type ﬁ
Type: M ajor Bevizion:
ETHERMET-MODIILE |1 .,l
Type | Dezcription
1763-L35E Ethernet Part 10100 Mbpz Ethermet Port on CompactLogixb335E !_A_i
1788-EMBT /& 1788 104100 Mbps Ethernet Bridge. Twisted-Pair Media
1734-AEMF A 1794 10100 Mbps Ethemet Adapter, Fiber Media
17-AEMT A8, 1734 104100 Mbps Ethernet Adapter, Twisted-Pair Media

ETHERMET-#ODLILE faeneric Ethermet Module

FPowerFlex 700 Yector-21 ... PowerFles 700 Vector Drive [208/2400] via 20-C0OMM-E
PowerFlex 700 Vectar-41 . PowerFles 700 Yectar Drive [4004/4800) wia 20-COMM-E
PowerFlex 700 Yector-6l ... PowerFlex 700 Yector Drive [B00W] via 20-COMM-E
PoweerFlex 700-2000-E PowerFles 700 Dirive (208,240 via 20-COMM-E
FPowerFlex 700-4004-E PowerFlex 700 Drive (400,480 via 20-COMM-E
PowerFlex 700-600-E PoweerFlexs 700 Diive (GO0 wia 20-CORBM-E

PowerFlex 7005-2000-E  PowerFlex 7005 Drive [208/2400] via 20-COMM-E ™
— Show-
Wendar: | 4 »| W QOther ™ Specialyl/0  Select Al
W tnalog W Digital W Communication W Motion W Controller Clear All
Ok Cancel Help

Fig. 11: RSLogix 5000 — Create new Generic Ethernet Module (2)
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Notice:» Maximum data transfer rates (from perspective of used RSLogix 5000 version 12.06.00)
» from Scanner (ControlLogix) to Adapter (PSS 4000): 496 Bytes (500 — 4 for Run/Idle Header)
» from Adapter (PSS 4000) to Scanner (ControlLogix): [A] 500 Bytes (498 process data + 2 status word)
[B] 500 Bytes pure process data without status word
Module Properties - AB_ETH_IP_Scanner (ETHERNET-MODULE 1.1)
Type: ETHERMET-MODULE Genernc Ethernet Module
Wendor Allen-Bradley
Farent; AB_ETH_IP_Scanner _
Mame: F954000_Adapier Connection Parameters
Lzzembly )
Drescription: Inztance: Size:
e 1o 3 - nebi
Ouput  [100 2 =] febi
C F E|Data - INT - = :
SUILEE I | = J Configuration: |'I ||:| Ill [E-bit]
Addrezs / Host Mame
« IPpddess: | 169 . 254 . 60 . 110 | |
" Host Marme: |
Cancel Finizh > | Help |

Fig. 12: RSLogix 5000 — Create new Generic Ethernet Module (3)

Module Properties - AB_ETH_IP_Scanner (ETHERNET-MODULE 1.1]

Beguested Packet Interval [RFI]: 10.03: mz  [1.0- 3200.0 mz]
[ Inhibit Maodule
[ Major Fault On Controller IF Cannection Failzs Whils in Bun Mode

Fig. 13: RSLogix 5000 — Create new Generic Ethernet Module (4)

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
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» You can check the correct data configuration with the function “Monitor (Controller) Tags”:

=3 Controler AB_PS54000_ETH_IP

[ Controller Fauly, e Tad..
[ Power-Up Hand Mnnitnﬁags
| .IE.SkS Edit Ta

CErlH

Fig. 14: RSLogix 5000 — Monitor Controller Tags (1)

| Controller Tags - AB_PSS4000_ETH_IP(controller)

BE[X]

Scope: |AB_PSS4000_ETH. v | Show: [Show &l v| So |TagMame |
Tag Mame 7 |‘v"alue € | Force Mask(‘l Shyle | Type | [rescription
|[+/-P554000_Adapter.C [ foaat ABETHERMET _MODULE:C:0
L —-P554000_sdapter:| [ foaat ABETHERMET_MODULE_IMT_EBytes|:0 |
—|-P5S54000_aAdapter:| Data - {.o. .t Binay IMT[3]

+/-PS54000_Adapter:|.Data[0]
+-PS54000_Adapter) Data[1] | 2#0000_0000_0000_0000
+-PS54000_Adapter) Dataf2] | 2#0000_0000_0000_0000
—|-PS54000_Adapter.0 {oaal
—|-PS54000_Adapter.0.0ata {oaal
+-PS54000_#dapter0.Datall]  2#0000_0000_0000_0000

+/ PS54000_&dapter0.Data[1]  2#0000_0000_0000_0000

2#0000_0000_0000_0000

g

Binamy | INT PSS4000 514, Statushwiord
Binany | INT PS54000_514_160:
Binany | INT PS54000_518_0w

ABETHERMWET_MODULE_INT_4Bytes:0:0
Binam | IMT[2]
Binary | IMT
Binary | INT

PS54000_504,_ 16X
PS54000_504_Iw

[ Monitor Tags £ EditTags /

K

Fig. 15: RSLogix 5000 — Monitor Controller Tags (2)
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4.2.2. Cyclical process data exchange on ControlLogix side

Cyclical process data are also referred as Implicit Messaging and is used for real-time I/O data
exchange. For EtherNet/IP, Implicit Messaging uses UDP and can be multicast or unicast.
» Open PTasks PMainTask PMainProgram »MainRoutine:

-5 Tasks
= % MainTask.
- ﬁ fainProgram
X Program Tags

MainRouting  cpen %

Fig. 16: RSLogix 5000 — Open MainRoutine

4.2.2.1. [A] RSLogix 5000-Program «— EtherNet/IP —» Pl-Variables of PAS4000-Program

The process data is generated in the program code on PSS 4000 side, and then used on the
Allen-Bradley side.

» Pl variables of PSS 4000 program are mapped on data of “PSS4000_Adapter”:
- PSS 4000 program data (POU_1) “ST_Input01/02” (PSS4000_SOA_16IX) to ...
... Assembly Object 100 — PSS4000_Adapter:0.Data[0] : Byte [0] of BOOL
- PSS 4000 program data (POU_1) “ST_Input. WORDO01” (PSS4000_SOA_16IW) to ...
... Assembly Object 100 — PSS4000_Adapter:l.Data[1] of WORD
- PSS 4000 program data (POU_1) “ST_Output01/02” (PSS4000_SIA_160X) to ...
... Assembly Object 101 — PSS4000_Adapter:1.Data[1] : Byte [0] of BOOL
- PSS 4000 program data (POU_1) “ST_Output. WORDO01” (PSS4000_SIA_160W) to ...
... Assembly Object 101 — PSS4000_Adapter:l.Data[2] of WORD

Notice:» Please see also
» Instruction part of PSS 4000 program for “POU_1" on Chapter «.3.3.1
[Al Pl-Variables of PAS4000-Proaram «— EtherNet/IP —» RSLoaix 5000-Proaram, page 3€ff and
» Fig. 55: PAS4000 — Assian I/0Os of Pl variables to I/O data of EtherNet/IP connection [Al, page 40.

» Used Bits (data type BOOL) are controlled by the following function:
Fig. 18: RSLogix 5000 — Control I/O-data of PSS 4000 module bus with function ADD [B], page 17.

» A simple method to test dynamic data exchange of EtherNet/IP communication, it can:
- move Word of Tag “PSS400_Adapter:.Data[2]” of PI variables of PSS 4000 program to
- Word of Tag “PSS400_Adapter:O.Data[1]” of Pl variables of PSS 4000 program.

=] MainProgram - MainRoutine

[ e

PSS4000_S08 1Yy
(Y
1 Mowe
Source PEE54000_Adapter:| Data[2]
2
Dest  PES4000_Adapter: O Datal1]
2 #

Fig. 17: RSLogix 5000 — Copy Pl variables of PSS 4000 program with function MOV [A]

Notice:» For the result on RUN mode please see also:
Fig. 66: PAS4000 — Cyclic change of process data, page 6.
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4.2.2.2. [B] RSLogix 5000-Program «— EtherNet/IP —» PSS 4000-1/0 data of Module bus

Here I/O data of the PSS 4000 system are read and write directly from Allen-Bradley side.
The outputs on PSS 4000 I/0 modules are directly wired to its inputs of same type (FS and ST).

» 1/0O-data of PSS 4000 modules are mapped on data of “PSS4000_Adapter”:
- FS Outputs “00(11)..03(24)” of “0 : PSSu E F 4DO 0.5” (PSS4000_SIA_160X) to ...
... Assembly Object 101 — PSS4000_Adapter:1.Data[1] : Byte [2] of BOOL
- FS Inputs “10(11)..13(24)” of “0 : PSSu E F 4DI” (PSS4000_SOA_16IX) to ...
... Assembly Object 100 — PSS4000_Adapter:0.Data[0] : Byte [2] of BOOL
- ST Outputs “00(11)..03(24)” of “2 : PSSu E S 4DO 0.5” (PSS4000_SIA_160X) to ...
... Assembly Object 101 — PSS4000_Adapter:1.Data[1] : Byte [3] of BOOL
- ST Inputs “10(11)..13(24)” of “3 : PSSu E S 4DI” (PSS4000_SOA_16IX) to ...
... Assembly Object 100 — PSS4000_Adapter:0O.Data[0] : Byte [3] of BOOL

Notice:» Please see also:
Fig. 58: PAS4000 — Assign |/0O-data of module bus to I/O data of EtherNet/IP connect. [B], page 42.

» A simple method to test dynamic data exchange of EtherNet/IP communication, it can:
- add a Bit muster 2#0101 0101 0000 0000
- to 3 and 4" Byte [2V/13] of Tag “PSS400_Adapter:1.Data[1]" of the inputs and
- set the result to 3" and 4™ Byte [2)/[3] of Tag “PSS400_Adapter:0.Data[0]” to the outputs.

= MainProgram - MainRoutine

L T

PS54000_S08_1 61

A0
1] Add
Source & PSS4000_Adapter:| Datal1]
0
Source B 23010101 01 00000000

Dest P=E4000_Adapter: O Data[0]
0 &

Fig. 18: RSLogix 5000 — Control I/O-data of PSS 4000 module bus with function ADD [B]
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4.2.3. Acyclic data exchange on ControlLogix side

Acyclical process data are also referred as Explicit Messaging and are used for non time-
critical data exchange. For EtherNet/IP, Explicit Messaging uses TCP as request/reply methods.

You can use the integrated functions and commands of tool RSLogix 5000 for supported CIP
objects. CIP objects are divided into classes, instances and attributes.

PSS 4000 devices with EtherNet/IP Adapter system section support the object classes as
Adapters (see 4.3.4 Acyclical data exchange on PSS 4000 side, page 43).

The diagnostic tools from Rockwell can be used to display the content of attributes.
Various Common Services are supported.

» For more details please see:
- PAS4000 help,
Chapter: Hardware configuration
> Configuration of the EtherNet/IP Adapter
> Basics on the EtherNet/IP Adapter
> Supported EtherNet/IP objects and Common Services

4.2.3.1. Example of Explicit Messaging (Identity Object, Class ID 0x01)

» The Identity Object is available on each PSS 4000 device with EtherNet/IP Adapter system
section (chapter 3.2 List of supported Pilz hardware, page 8). In this example, we want to be
read out from Identity Object (Class ID 0X91-). the following device data:

- Attribute ID 1, Vendor ID 181 (0x00B5) 1.
This is the manufacturer identification from Pilz.

- Attribute ID 4, Revision 1.8 (2,
This is the version of the product's PSS 4000 firmware [<Major-No>.<Minor-No>]

Timer DM T R
2 = E Timer Cn Delay =F Type - CIP Generic = e
Timer Timer  —Dh— Meszane Control (EEEEE] | . — R —
Pre=et 100 & —ERT—
ACCUm 16
Timer2 DM TR h =G
3 || Timer On Delay =N == Type - CIP Generic e T
Timer Timer2 —Dn— hessage Control mzg_swerite | .| —DN—
Preset 130 & SR
Ao 30 &

Fig. 19: RSLogix 5000 — Code with function MSG for Explicit Messaging of PSS 4000 object
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-

Message Configuration - msg_read

Configuration l Enmmunicatiunl Tag l

Mezsage Type: |EIF" Generic

Type:

Service |Get Attribute Single

[

Clazz 1 Hexl  Destination
|nstance: |1 E Attribute: 1 [Hex]

Clazs: 1 [Hex]  Destination
Instance: |1 :2: Aftribute:] 4 [Hex]

| meg_PSS4000_Inp ﬂ

'

Mew Tag...

|msg_P‘S S4000_[np ﬂ

NewTog. |

Mew Tag...

i3 Errar Code:
Error Path;
Error Text:

® Enable ) Enable ' aiting

@ Start
Extended Error Code:

i Done

oK | f-‘«l:nl:-re::hen|

Done Length: 0
[ Timed Out &

| Hilfe

Fig. 20: RSLogix 5000 — Configuration of function MSG for Explicit Messaging

Soope: |AB_PSS4000_ETH_ v | Show: [Shove Al

"’| Sort: | Tag Marme -

Tag Mame . |Value i‘l Force kazke | Style | Type
P |[= meg_PSS54000_Inp | [} {...} Decimal |INT[12]
|| B mzg_PSS4000_|np[0] rJ: 131 Decimal IMT
| [ mzg_FS54000 |np[1] 0 Decimal IMT
| B mzg_PSS4000_Inp[2] 0 Decimal IMT
Tag Mame . |Value i‘l Force kazke | Style | Type
P |[= meg_PSS54000_Inp | [} {...} Decimal |INT[12]
| [+ msg_PSS4000_Inpl0] T2 160801 Hex INT
| [ mzg_FS54000 |np[1] lsg#0000 Hex IMT
+/-mag_PSS54000_Inp2] 0 Decimal IMT

Fig. 21: RSLogix 5000 — Monitor Tags of Explicit Messaging of PSS 4000 objects
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4.2.4. Save and download project to ControlLogix PLC

» Check before downloading that the correct communication path to ControlLogix PLC is set.
Please see also Fig. 4: RSLogix 5000 — Select recent communication path (1), page 10.
» Save MainRoutine and start Download:

el RSLogix 5000 - AB_PS54000_ETH_IP [1756-1L53]

File Edit “iew Search Logic Communicaktions Too® Communicakions Tools  Window  Help

Mew, .. CrH-M IE Who Ackive ﬂ Alslz m

Qpen... ChElHO £ Select Recent Path... 1

Close U Goorline th: [ AE_ETHIP-1%163.254 60,1304 B ackpl
rd: Save Chel+3 : Upload... i'
Save As... i:Z:DDwnlnad k' | b=l | | 4k | 41 |-{ ¥ | -{u}-|
Mew Component r : I[Fauurites ABit A TimeriCourter A& Ing
| |
Compact - [ Bl MainProgram - MainRoutine
Fig. 22: RSLogix 5000 — Save MainRoutine and Start Download to ControlLogix PLC
Notice:» If the > Key-Switch on Logix5555 Controller is in RUN position,
move it before you continue with download to REM or PROG position.
The kepzwitch iz in the BUMN position. Move it to BEM or FROG in
arder to download.
Download
'T Download ta the controller:
L2 Mame:  TestABC
Type: 1756-L5544 1756-t1 348 ControlLogix5555 Caontraller
Path: AB_ETHIP-14169.254 6013048 ackplanehd
Secunty:  <Moner
Cancel Help
Fig. 23: RSLogix 5000 — Continue download to ControlLogix PLC
‘Notice:b After download move > Key-Switch on Logix5555 Controller back to RUN position!
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4.3. Steps for PSS 4000

4.3.1. Prepare PSS 4000 system for EtherNet/IP communication

» Start software “PAS4000”.
» Click at “New” to create a new project.

= PAS4000
Projeck  Edit  Build Target Tools ‘Window  License

[ Mew ChrlH-
@ Add Project ko Project Manager Chel4+T %

Fig. 24: PAS4000 — Create new project (1)

» Enter the project name and continue with “OK”. The new project will be created.

Fe= =

= Create New Project

Create new project
Click. "QK" ta finish the process,

Mame: | PSS4000_AE_ETH_IF|
Prioject direckary

Directary: | CDokumente und Einstellungenics-sat-lab)Eigene DateienPa E

futhor: | cs-sat-lab
Version: | 1

Cormmenk:

|:| Configure Project Prokeckion

[ (4 l [ Cancel

Fig. 25: PAS4000 — Create new project (2)

= PAS4000 - PSS4000_AB_ETH_IP
Project Edit Buld Target Tools ‘Window Lig

! = R = :

T Project Manager &4 - [/ T O

+-l=F C5_Rack_Svws07_w170_DPsafe_SMpDIO
+-[=F Project_1
+ 14 PS54000_AE_ETH_IF |

Fig. 26: PAS4000 — New project created
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» Click at “Online Network Editor”.

= PAS4000 - PSS4000_AB_ETH_IP
Projeck  Edit Build Target  Tools ‘Window  License  Help

. ==

1w = B IO Mapping Editor Chel-AlM i

2= project Manager 53 & 1o Mapping List ChHAIE+A

P£2 Diagnostic Editor
#-l=F C5_Rack_Sws07_v170 .

1% Project_1 = Diagnaostic Lisk
+-1-4 P554000_4E_ETH_IP @] Diagnaostic Log
& Resource Global Yariable Editar Chrl+Al+G

&rd”™ QOpen variable lisks Alk+Shift+0, W
=i, Library 3
[ Online Network Editar %

&% Offline Metwork Editor

Fig. 27: PAS4000 — Open Online Network Editor

» Click at “Scan Network”.

[ Online Metwork Editor 22 =08

I Online Networlk Editor

B

Select Programming Interface g I [Scan Project |2 ] | Scan Mebwark, 'L"' |

Device Product Tvpe IP Address FSFQ... | STFO... ST R FS RN DIAG MEDTA

Fig. 28: PAS4000 — Scan Network (1)

=

Progress Information

\i;) Scanning the network, Programming interface used: 169,254.60,11

s )

PAS4000

Connecting to devices,

Fig. 29: PAS4000 — Scan Network (2)
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» Click with the right mouse button on your device and choose “Change Naming Data”.

y StartfStop Device Identification
E‘_ Change Maming Data % !
Shiow product modification

IJpdate firmware

Load firmware package file

Device Product Tvpe IP Address
| ECS_RaEk_IRL PSSuHPLC1I FS 5K 5D 192.1658.1.175
Prajeck »
Ferform reset k|
Perform skart r
Perform stop »

Fig. 30: PAS4000 — Change Naming Data (1)

» Enter the IP address of the PSS 4000 and the Device name.

In the example the IP address is “169.254.60.110” and the Device name “Ethernet_IP_1".

» Continue with “OK”.

Fs

= Change Naming Data

=

Change Naming Data

Enker new naming daka for device "C5_Rack_IRL"

IP address
Subnet mask:

IP address of Standard Gateway:

Device name

169 . 254 . &0 . 110

255 . 255 . 0 0
] 0 0 0

Ethernet_IP_ 1|

oK N[ Cancel ]

Fig. 31: PAS4000 — Change IP address and Device name
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» Continue with “OK”. It can take some minutes to change the settings.

Progress Information

\]::) Renaming device “C5_Rack_IRL" to "Ethernet_IP_1".

[ ..... ]

Fe= =

= Change Naming Data

- The naming daka has been changed. Device "Ethernet_IP_1" will now be
1 booked (takes approw, 30 s), Afterwards please scan the netbwork to display
the device,

Fig. 32: PAS4000 — Change Naming Data (2)

» Scan the network again to display saved changes:

! Online Metwork Editar 23 =8

I Online Networl: Editor

C5_Rack_I [Perfnrm Device Marming G;»} l [SE|EE|: Programrming Interface E ] [ Scan Project (] ] I Scan Metwork, ';"!%

Device Product Type IP Address FSFORCE | 5T FORCE 5T RUM F3 RUM DIAG MEDLA
| ECS_Rack_IRL P3SuHPLCI FSSMSD  192.1658.1.175

Fig. 33: PAS4000 — Scan Network (3)

Device Product Type IP Address
i EEthernet_IF'_l PSSO HPLCLIFSSM SD 169,254,60,110

Fig. 34: PAS4000 — Changed device IP address and Device name
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» Now you have to insert a new device in your PAS4000 project:
- Click with right mouse button on “Hardware configuration” and
- Choose “New” and click on “Device”.

T Project Manager 25 0/ — 8
+-l=F C5_Rack_Sys07 _w170_DPsafe_SMpDIO
+-l=F Project_1

=1 PSS4000_AE_ETH_IP

B I/ mappings

+1- 2 Multi programming
) Resource global variables

+-0 Process diagnostics
&d” Yariable lists
T2 IEC 61131 Programming
ﬁ Detived Data Types
';,EE] Hardware configuration |

Mew k Device D'

=5 Offline Metwark Editor

Fig. 35: PAS4000 — Create new device
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» Choose the “Filter” and “Product type”.
The Pilz hardware used in this example is described in Ch. 3.1, page 7.

-

= Add Mew Device

Fx]

Filker:
Fine filter:
Product bvpe:

Firrnwate version:

Crder number:

Select the product type.

PS50 mulk

PS50 L0

PS5u PLC
PMI

PS50 mlk
PiZ

1.5

312085

Cancel

Fig. 36: PAS4000 — Filter setting

» Choose “PSSu PLC” as filter and “PSSu H PLC1 FS SN SD” as product type.

o

= Add Mew Device

EX]

Filker:
Fine Filker:
Product bype:

Firrwatre version:

Crder number:

Select the product type.

PS5u PLC

PS50 HPLC1 FSDP 3N 3D

v

PS5u H PLCT FS DP SM 5D
PS50 H PLIZ1 FS Sh S0
PS5u H PLCL FS SN SD-T
PS50 H PLCT FS SM SD-R

s

Cancel

Fig. 37: PAS4000 — Product type setting
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» The firmware version used in this example is “1.8”.
Continue with “Next”.

Fs

= Add Mew Device

EX]

Select the product type.

Filter: PSSu PLC v
Firne filker:

Produck type: P5350 HPLCL FS SM 5D v
Firrware wersion: (1.5 v
Order number: 312070

Cancel

Fig. 38: PAS4000 — Add New Device

» Enter the IP address and the device name of the PSS 4000 system. In this example:
- IP address of PSS 4000 head module is “169.254.060.110".

- Device name is “PSS_PLC”.

» Continue with “Finish”. The new head module will be generated.

Fs

= Add Mew Device

BX]

Add New Device

Enter a device name.

Cevice name Ethernet_IP_1

IP address: 162 . 254 . 60 . 110

Serial number;

I Finish N[ Cancel

Fig. 39: PAS4000 - Finish device setting

» The “PSSu Module Editor” opens automatically now:

Add electronic modules like Fig. 2: PAS4000 — Hardware Configuration PSS 4000, page?.
» Save your hardware configuration and continue with configuration of EtherNet/IP Adapter.
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4.3.2. Configure of EtherNet/IP properties of PSS 4000 adapter

» Continue with the setup of EtherNet/IP configuration:

- Double-Click at “EtherNet/IP Adapter”.

5. Project Manager &5 —

=1 PSS4000_AE_ETH_IP
B I/O mappings
+- & Mulki prograrmrming
¥ Resource global variables
+-EE Pracess diagnostics
& Yariable lists
T3 IEC 61131 Programming
3 Detived Daka Types
= 'ﬂﬂ Hardware configuration
=R Ethernet_IP_1
@ F5 resource
E ST resource
#-[f) Ethernet_1P_1

¥ — O

LT Etheriet/IP Adapker

@, IF connections

by

Fig. 40: PAS4000 — Open EtherNet/IP Adapter configuration
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» Then you get this default setup:

£ Ethernet_IP_1 : EtherhstiIP sdapter Editar 52 =B
EtherMNet /IP Adapter Editor
Configuration of the Identity Object EtherMet,/IP Adapter cycle time
M
LM Cycle time [ms]: | Auko :2:
Ethertet/IP product code:
EtherMet/IP product name:
Configuration of the Scanner Assembly Object instances :3:
Properties of the selected Scanner Assembly Objeck instance
Add Scanner Oukpuk Instance Mo, Type
Instance Mo.:
Add Scanner Input
Evte sequence
Selection of ¥irtual modules (adapter view) :4: Configured virtual modules {(adapter view)
[ ]
Mumber of modulss: 1 = Yirtual slak wirtual module Skart Byte Ciata length
Murber of elements: 2 v
Mumber of bykes required:
Mumber of bytes still available
Mumber of bytes still available:
Mumber of bytes required:
Etherket/IP
Fig. 41: PAS4000 — Default setup on “EtherNet/IP Adapter Editor”
29/54
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» Block Configuration of the Identity Object L)

- If the checkbox “Use default settings” is set (default setup), then:
» Parameter “EtherNet/IP product code” has value “1” and
» Parameter “EtherNet/IP product name” has string “PSS 4000”.

- If the checkbox “Use default settings” is not set, then two following parameters have the
values according to used actual head module. In this example:
» Parameter “EtherNet/IP product code” has value “2070” (short for order number “312070”)

and

» Parameter “EtherNet/IP product name” has string “PSSu H PLC1 FS SN SD".

Configuration of the Identity Object

{Ise default settings:

EtherMet/TP product code:

EtherMet/IP product name:

Fig. 42: PAS4000 — Project-specific naming of “Configuration of the Identity Object”

Notice:» Please use normally the default name!

» The project-specific naming is not recommended for future use in the tool RSLogix 5000, because in
version lower than 20.xx.xx an EDS-file can be updated only for existing devices. Therefore you have to
select for PSS 4000 adapter the standard “ETHERNET-MODULE — Generic Ethernet Module”

(see also I7ig. 11: RSLogix 5000 — Create new Generic Ethernet Module (2), page 13).

» Block EtherNet/IP Adapter cycle time 2,
- The default setup of “Cycle time [ms]” has string “Auto”.
- You can also edit this value. In this example:
» Parameter “Cycle time [ms]” has value “10” ms.

EtherMet/IP Adapter cycle time

Cyele time [ms]: | 10| I

[Calculate automatically ]

Fig. 43: PAS4000 — Project-specific value of parameter “Cycle time [ms]”

Notice:» Please use normally the automatic calculation, then the calculation of this communication cycle time runs
automatically with every build process and corresponding to the other cycle times.
» If you want to set this cycle time manual, please set also a value in field “Cycle time [ms]”.
For additional information please see on PAS4000 Online-help:
Chapter “Design guidelines for PSS 4000” > “Reaction times”.
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» Block Configuration of the Scanner Assembly Object instances 3.
- Press button “Add Scanner Output”:

&dd Scanner Outputlj%
and

in table instance “100 — Scanner Output Assembly Object instance” will be created.
- For this instance:

» Checkbox “Enable status word ...” is automatically deactivated and

» Checkbox “Enable Run/Idle Header ...” is automatically activated.

Propetties of the selecked Scanner Assermbly Object instance
Instance Mo, Twpe

100 Scanner Qukput Assembly Object instance | Instance Mo.: | 100

Evte sequence
() Big Endian
(¥ Little Endian

Fig. 44: PAS4000 — Function “Add Scanner Output” Object Instance

Notice: ) It is only one instance of Scanner Output allowed.
» For more information about Byte-order with parameter “Byte sequence” please see
Chapter /5.2 arameter “Byte seauence”, page 48.
» For instance “100 — Scanner Output Assembly Object instance”
» automatically activated checkbox “Enable Run/Idle Header...” used 4 “Configured Bytes”
» Result: maximum of 504 (of 508) Bytes for “Scanner Output Assembly Object instance” available:

Mumber of bytes still availabhle

Munber af byvkes skill available:

Munber af bykes required:
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- Press button “Add Scanner Input”
fAdd 5 Input
I canner lnpu % and

in table instance “101 — Scanner Input Assembly Object instance” will be created.
- For this instance:

» Checkbox “Enable status word ...” is automatically activated and
» Checkbox “Enable Run/Idle Header ...” is automatically deactivated.

Properties of the selected Scanner Assembly Object instance
Instance Mo, Tvpe
100 Scanner Oukput Assermbly Object instance | Instance Mo, | 101
101 Scanner Input Assembly Object instance

Byte sequence Enable stakus word

() Big Endian {only with Scanner Input Assembly Object instances)
(%) Little Endian

Fig. 45: PAS4000 — Function “Add Scanner Input” Object instance

Notice: ) It is only one instance of Scanner Input allowed.

» For more information about Byte-order with parameter “Byte sequence” please see
Chapter 5.2 2arameter “Bvte sealience”, page 48

» For instance “101 — Scanner Input Assembly Object instance”
» automatically activated checkbox “Enable status word...” 2 “Configured Bytes”
» Result: maximum of 506 (of 508) Bytes for “Scanner Input Assembly Object instance” are available:

Mumber of bytes still available

Murmber of bykes skill available:

rumber of bytes required;

» manually deactivated checkbox “Enable status word...” used 0 “Configured Bytes”
» Result: maximum of 508 (of 508) Bytes for “Scanner Input Assembly Object instance “ are available:

Number of bytes still available []Enable status word:

Mumber of bykes stil available:

Mumber of bytes required:

Notice: ) If you want to use several EtherNet/IP adapters as PSS 4000 system for one scanner,

you must change for the second and the following adapters the default values of “Instance No.” of every
Object instance:

» 1% Adapter: Scanner Output Assembly [100] and Scanner Input Assembly [101]
» 2" Adapter: Scanner Output Assembly [102] and Scanner Input Assembly [103]
» 3 Adapter: Scanner Output Assembly [104] and Scanner Input Assembly [105]

» last possible combination: Scanner Output Assembly [197] and Scanner Input Assembly [198]

» Example for 2™ Adapter:

Properties af the selected Scanner Assembly Ohject instance
Inskance No., Tvpe
10z Scanner Qubput Assembly Object instance | Instance No.: | 103]
103 Scanner Input Assembly Object instance
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» Block Selection of virtual modules (adapter view) 4. for:
- “100 — Scanner Output Assembly Object instance”
from Scanner (ControlLogix) to Adapter (PSS 4000):

» 16IX: adjustable numbers of modules of fixed 16 Input Bits
» IBAN: adjustable numbers of modules of selectable Input Bytes
» IW: adjustable numbers of modules of fixed Input Words
» IWAn:  adjustable numbers of modules of selectable Input Words
» ID: adjustable numbers of modules of fixed Input Double-Words
Virtual module Data type Application
161X ARRAY [0..15] OF BOOL Virtual EtherNet/IP Bit module
To receive an array with 16 elements of data type BOOL
IBAn ARRAY [0..(n-1)] OF BYTE | Virtual EtherNet/IP Byte module
To receive an array with n elements of data type BYTE
n=2,4,8, 16, 32 or 64
w WORD Virtual EtherNet/IP Word module
To receive data of data type WORD
IWARN ARRAY [0..(n-1)] OF WORD | Virtual EtherNet/IP Word module
To receive an array with n elements of data type WORD
n=2,4,8, 16, 32 or 64
ID DWORD Virtual EtherNet/IP Double-Word module
To receive data of data type DWORD

- “101 — Scanner Input Assembly Object instance”
from Adapter (PSS 4000) to Scanner (ControlLogix):

» 160X:  adjustable numbers of modules of fixed 16 Output Bits
» OBAn: adjustable numbers of modules of selectable Output Bytes
» OW: adjustable numbers of modules of fixed Output Words
» OWAnN: adjustable numbers of modules of selectable Output Words
» OD: adjustable numbers of modules of fixed Output Double-Words
Virtual module Data type Application
160X ARRAY [0..15] OF BOOL Virtual EtherNet/IP Bit module
To send an array with 16 elements of data type BOOL
OBAn ARRAY [0..(n-1)] OF BYTE | Virtual EtherNet/IP Byte module
To send an array with n elements of data type BYTE
n=2,4,8,16, 32 or 64
ow WORD Virtual EtherNet/IP Byte module
To send data of data type WORD
OWAn ARRAY [0..(n-1)] OF WORD | Virtual EtherNet/IP Word module
To send an array with n elements of data type WORD
n=24,8,16, 32 or 64
oD DWORD Virtual EtherNet/IP Double-Word module

To send data of data type DWORD

Mumber of bytes still available

Mumber of bytes still available:

Fumber of bytes required:

Notice:» Parameter “Number of modules” is the adjustable number of the selected virtual module type.
This is available for all virtual modules Adapter types.
» Parameter “Number of elements” is the selectable number of elements for selected virtual module type
This is available only for: IBAn, IWAn, OBAn, OWAnN
» If you select another type, then this parameter is not available (light grey) and the value is not correct!
» Parameter “Number of bytes required” is the calculated number of Bytes for selected virtual module type.
» Example for 14 Bytes (7 Words) of Scanner Output Assembly Object instance:

Configured virtual modules (adapter view)
Wirtual slok | Wirtual module | Start Byte | Data length

1] Iy 1] 2
1 Iz Z 4
2 I'w'ag & g

» Maximum data transfer rates (from perspective of used PAS4000 version 1.8.0)
» from Scanner (ControlLogix) to Adapter (PSS 4000): 508 Bytes (504 process data + 4 for Run/Idle Header)
» from Adapter (PSS 4000) to Scanner (ControlLogix): [A] 508 Bytes (506 process data + 2 statuswWord)

[B] 508 Bytes pure process data without status word

IMPORTANT: From perspective of used RSLogix 5000 version 12.06.00

the ControlLogix EtherNet/IP Scanner can transmit less datal!
(for details please see Ch. +.2.1 Prepare ControlLogix PLC with EtherNet/IP adapter, page " 0ff)
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4.3.3. Cyclical process data exchange on PSS 4000 side (Implicit messages)

» Setup for PAS4000 program

- Scanner Output Assembly Object instance:

e Instance Number: 100

Byte-Order: Little Endian
Run/ldle-Header: Enabled (4x Byte)
16 Input Bits: 1x 161X (2x Byte)
1 Input Word: 1x IW (2x Byte)
e Configured Bytes: 8 Bytes (“4 Bytes” is displayed)

Notice: On RSLogix 5000 configuration you must set only 4 Bytes for process data.
Here there are the 4 Bytes for Run/Idle Header always included.

Imstance No, Twpe
100 Scanner Dutput Assembly Object instance

Instance Mo,: | 100
Bwke sequence
) Big Endian
(%) Little Endian

Wirtual slot | Wirtual module | Start Byte | Data length

] 16Ix ]
1 I 2 2 Mumber of bytes required:

Mumber of bykes skill available:

Fig. 46: PAS4000 — Setup for Scanner Qutput Assembly on “EtherNet/IP Adapter Editor”

- Scanner Input Assembly Object instance:
e Instance Number: 101
e Byte-Order: Little Endian
e Status word: Enabled
e 16 Output Bits: 1x 160X
e 1 Output Word: 1x OW
e Configured Bytes: 6 Bytes

‘Notice:On RSLogix 5000 configuration you must set all 6 Bytes, 4 Bytes for process data and 2 Bytes for status word

Imstance No, Twpe
101 Scanner Input Assembly Object instance

Instance MNo.: | 101

Byte sequence Enable status word
() Big Endian {only with Scanmer Input Assembly Ohject instances)
(%) Little Endian

Wirtual slot | Wirtual module | Start Byte | Data length

] 160 ] 2
1 I 2 2 Mumber of bytes required:

Mumber of bykes skill available:

Fig. 47: PAS4000 — Setup for Scanner Input Assembly on “EtherNet/IP Adapter Editor”

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany
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» Save all editors:

= PAS4000 - PSS4000_AB_ETH_IP
Projeck  Edit  Build Target

Tools Window License Help
CHENE| D Ry R IR0 legEw ay

. © i
5. Project Maf3ave &l Editors (Ctr+5hift+31 1 || @ *Ethernet_IP_1 : Etherbet{IP Adapter Editar 53
= =g PSS4000_AE_ETH_IP

CE) Ty e

Fig. 48: PAS4000 — Save all Editors (1)

EtherNet /TP Adapter Editor
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4.3.3.1. [A] PI-Variables of PAS4000-Program «— EtherNet/IP —» RSLogix 5000-Program

Here the process data is generated in the program code (Pre-processing on PSS 4000 side),

and then used on the Allen-Bradley side.

» Create a new “POU”:

- Click with right mouse button on “IEC 61131 Programming”.

- Click at “New” and choose “POU".

1 IEC 61131 Programming
E Derived Data Tvpes
+-407 Hardware configuration

e

L Pl

= Folder for POUS

3

r

Fig. 49: PAS4000 — Create new POU

» Set the properties of this POU

- Choose a name. In this example the Name is “POU_1".
- Set the Programming language to “IL: Instruction List” and

- the Type to “Program”.

» Continue with “OK”.

=

= MNew POU

e

Click. "Qk" ba Finish the process,

Marne:

PoOL_1

Programming language
@' IL: Inskruction List
{)STL: Struckured Text

Twpe
@' Program
) Function block.

{:} Function

Carnment:

I (] 4 [}J[ Cancel ]

Fig. 50: PAS4000 — Settings of new POU
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» Enter the program code for “POU_1" as shown in the following figure:

» Declaration part

001 PROGRAM POU_1

002 VAR

003 ST_Output0l1l AT %$g*: BOOL;

004 ST_Output02 AT %g*: BOOL;

005 ST_InputO0l AT %$i*: BOOL;

006 ST_Input02 AT %i*: BOOL;

007

008 ST Output_WORDO1l AT %g* : WORD;
009 ST_Input_ WORDO1l AT %i* : WORD;
010 ST _ROR_IN1 : WORD :=WORD#2#0001;
011 ST _ROR_N1 : DINT :=1;

012 ST_CompareEqual : BOOL;

013 ST_CompareNotEqual : BOOL;

014 END_VAR

» Instruction part

015 // Standard Bit data
016 LDN ST_Input02

017 ST ST Output02

018 STN ST OutputOl

019 LDN ST_InputOl

020 ST ST_OutputO01l

021 STN ST Output02

022

023 // Comparison, if the generated Output-Word on PSS4000 side
024 // is NOT EQUAL to the returned Input-Word from AB side.

025 // If TRUE, do nothing; else lead the code continues.
026 LD ST_Input_WORDO1

027 NE ST_Output_WORDO1

028 ST ST CompareNotEqual

029 LD ST_CompareNotEqual

030 JMPC ENDE

031 // Comparison, if the generated Output-Word on PSS4000 side

032 // 1s EQUAL to the returned Input-Word from AB side.
033 // If TRUE, generate next Output-Word.

034 LD ST_Input_ WORDO1l

035 EQ ST_Output_WORDO1

036 ST ST CompareEqual

037 LD ST CompareEqual

038 // Rotate right the 16 Bit with start value

039 // and set it to Output-WORD.

040 JMPC ROR1

041 JMP ENDE

042 ROR1:

043 ROR (

044 IN := ST_ROR_IN1,
045 N := ST _ROR N1
046 )

047 ST ST_ROR_IN1

048 LD ST_ROR_IN1

049 ST ST_Output_WORDO1l
050 ENDE :

051 END_PROGRAM

Notice: This program code is only an example.

The 4 failsafe outputs are directly wired to the 4 failsafe inputs in the same order.

The 4 standard outputs are directly wired to the 4 standard inputs in the same order.

pilZ
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» “Save all Editors”.

= PAS4000 - PSS4000_AB_ETH_IP

Projeck  Edit Build Target Tools Programming  ‘Window  License  Help
CEHB B mh 8 ELO &OEW L
T Project M =2 T =] fpoU_t i3
PR TS ave Al Editors (CE+ShiFt+S) = -
=l PS54000_AE_ETH_IP 1= PROGRAM FOU 1
B TN mappings ZT VAR

\J-:.

Fig. 51: PAS4000 — Save all Editors (2)

» Assign the program resource to the PLC head module
Drag “POU_1 [PRG]” and drop it to the “PSS_PLC” hardware.

TS Project Manager &4 =N ==

=1 PS54000_AE_ETH_IP
B IO mappings
+- 2% Multi programming
@ Resource global variables
+-FL Pracess diagnoskics
&d” Yariable lisks
=2 IEC 61131 Pr
ﬁ Cerived Data Typ
= 'i,'fl Hardware configuration

'J: = E Ethermet_IP_1 POL_1 [PRGE]
E F5 resource R%j
a ST resource
#-[T) Etherret 1P 1
= a ST resource
t27 = 00 Task_1 [Medium, 1000]

Fig. 52: PAS4000 — Assign POU tfo PSS 4000 PLC
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» Now you have to set the /0 mappings.
Double-Click at “I/O mappings”

T Project Manager & ===

=l PS4000_AB_ETH_IP
oG
+- 2 Mulki pru:ugraml%‘ug

Fig. 563: PAS4000 — Start I/O mapping

» Set filter to “Pl variables < - > EtherNet/IP”.

B PSS4000_AE_ETH_IP: IO Mapping Editar 53

I/0 mappings: PSS4000_AB_ETH_IP

Filker Far the I/O mappings: | PI wariables <-= Etherkek)iIP wdl

PI variables <-= Module bus
+ Mapping area PI variables <-= PI wariables
PI wariables <-= IP connections
Module bus <-= IP connections
@ Select From both EaHPI wariables <- = PROFIEUS-DP
Selection: 1 versus [Module bus <-= PROFIBUS-DP
I variables <- > EtherMet/TP %
Module bus <- = EtherMet) TP

DX -

Fig. 54: PAS4000 — Set Filter of I/O mappings (Pl variables < - > EtherNet/IP) [A]
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» Assign I/Os of the Pl variables to 1/0 data of EtherNet/IP connection.

Set ...
- POU_1 data “ST_Input01/02” to ...
... Assembly Object 100 — 0 : 161X : ARRAY [0..15] of BOOL “InputData[0/1]”
- POU_1 data “ST_Input_ WORDO01” to ...
... Assembly Object 100 — 1 : IW : WORD “InputData”
- POU_1 data “ST_Output01/02” to ...
... Assembly Object 101 — 0 : 160X : ARRAY [0..15] of BOOL “OutputData[0/1]”
- POU_1 data “ST_Output. WORDO01" to ...
... Assembly Object 101 — 1 : OW : WORD “OutputData”

1,/0 mappings: PSS4000_AB_ETH_IP

Fileer for the I/ mappings: |PIvariables <-= EtherNet/IP v

~ Mapping area =
PI variables e EtherMet/IP =
7' L
15 PS54000_AB_ETH_IP T=gh PS54000_AB_ETH_IP
= Resource global variables = W Ethernet_IP_1
= E application =l Etherhet/IP Adapter
= 3 IEC 61131 Programming =@ AssemblyObject 100
=i Pou_t =-<f] 0: 161% : ARRAY [0..15] OF BOOL
- =] 5T_Inputdl : BOOL == inputDatald] : BOOL
=7 Ethernet_IP_1.EthernetIP, A0hjl00, VirtualMadule, InputDatalo] &7 PS54000_aE_ETH_IF. Application. TEC 61131 Programming.POL_1LST_Inpuk0l
= =] 5T_Inputdz : BOOL =< InputDatal1] : BOOL
&7 Ethernet_IP_1.EthernetIP, A0kj100, VirtualModulen, InputDatal 1] =-=f] 1 W : WORD
=] 5T_Input_WORDOL : WORD - =] InputData : WORD
=7 Ethernet_IP_1.EthernetIP, A0hj100.VirtuaMadulel InputData = PS54000_aE_ETH_IP, Application. IEC 61131 Pragramming.POU_L,ST_Input_\WORDOL

= [:‘-‘-> ST_Oukpuk0l : BOOL =43 AssemblyObject 101

= Ethernet_lP_l.EtMﬂ? 0 160X : ARRAY [0..15] OF BOOL
=-[# 5T_oOutputz : BOoL - [ butputData[o] : BOOL

& Ethernet_lP_l.EtM &7 PSS4000_AE_FTH_IP. Application. TEC 61131 Programming. POU_LLST_Outpukl
= [:‘-‘-> ST_Oukput_WORDOL : WORD = [:¢ OutputData[1] @ BOCOL

=7 Ethernet_IP_1.EthernetIP, Ackjinl, Vir CutputData & PSS4000_aE_ETH_IF, Application, IEC 61131 Programming POU_L,ST_Oubpukdz

& Mulki programming = E—‘-> 1:0W : WORD
- [ OutputData : WORD

= PS54000_AE_ETH_IP. Application.IEC 61131 Pragramming.POU_L.ST_Output_‘WioORDO1

Fig. 565: PAS4000 — Assign I/Os of Pl variables to I/O data of EtherNet/IP connection [A]

‘Notice:After I/0O assignment the “Pl variables” and “I/O data EtherNet/IP” have to change colour to green or red. ‘

+ Overview of I;0 mappings

Block | Datatype | Direction PI variable Device Assembly Object | Wirtual Slot | Module Data Datatype
POLT T TBOOL Input FOU 15T Inputol "« Ethernet_IP1 100 i 16l InputData{o] BOOL
POU_1  BOOL Input POL_1.5T_Input0z 2 Ethernet_IP_1 100 0 161  InputData[1]  BOOL
POU_1  WORD Input POU_1.5T_Input_WORDOL <~  Ethernet_IP_{ 100 1 i InputData WORD
PoU_1 BOOL Cutput PoU_1.5T_Outpukol --x Ethernet_IP_1 101 u] 160%  OubputDatalo] BOOL
POU 1 BOOL Cutput POU_1.5T_CutputDz —> Ethernet_IP 1 101 0 160%  OutputData[1]  BOOL
POU 1 WORD Cutput  POU_1.5T Output WORDOD1 --=  Ethernet IP 1 101 1 Oy CutputData WORD

Fig. 56: PAS4000 — Result of correct Assignment, Part [A]
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4.3.3.2. [B] PSS 4000-1/0 data of Module bus «— EtherNet/IP —» RSLogix 5000-Program

Here I/O data of the PSS 4000 system are read and write directly from Allen-Bradley side.
The outputs on PSS 4000 I/0 modules are directly wired to its inputs of same type (FS and ST).

» Set filter to “Module bus < - > EtherNet/IP”.

EX- PSS4000_aE_ETH_IP: I Mapping Editar &3

I/0 mappings: PSS4000_AB_ETH_IP

Filker Far the IO mappings: | Module bus <->= Etherhet/TP V

PI variables <- = Module bus

+ Mapping area PI wariables <-= PI variables

PI variables <-= IP connections

Module bus <-= IP connections
Select From both EaHPI wariables <-» PROFIEUS-DP

@ Selection: 1 wersus Module bus <-= PROFIBUS-DP

PI variables <- > EtherMet/TP

Module bus <-= EtherMek /TP
1/0-data module bus Stms2t erblet) %“‘

Fig. 57: PAS4000 — Set Filter of I/O mappings (Module bus < - > EtherNet/IP) [B]

» Assign I/O-data of module bus to I/O data of EtherNet/IP connection.

Set ...
- Ethernet_IP_1 FS Outputs “O0(11)..03(24)”of “0 : PSSu E F 4DO 0.5 10 ...
... Assembly Object 100 — 0 : 161X : ARRAY [0..15] of BOOL “InputData[8..11]”
- Ethernet_IP_1 FS Inputs “10(11)..13(24)"of “0 : PSSu E F 4DI” to ...
... Assembly Object 101 — 0 : 160X : ARRAY [0..15] of BOOL “OutputData[8..11]”
- Ethernet_IP_1 ST Outputs “O0(11)..03(24)"of “2 : PSSu E S 4DO 0.5” to ...
... Assembly Object 100 — 0 : 161X : ARRAY [0..15] of BOOL “InputData[12..15]"
- Ethernet_IP_1 ST Inputs “l0(11)..13(24)"of “3 : PSSu E S 4DI” to ...
... Assembly Object 101 — 0 : 160X : ARRAY [0..15] of BOOL “OutputData[12..15]”

Notice: You cannot use Failsafe I/Os for safety-related applications, if you assign an FS datum to an (external) ST
datum!

If wou map an F5-0 daktum on the module bus to an external 5T-1 dakum,
the F5-0 dakum may no longer be used For safety-related applications,

If wou map an F3-1 datum on the module bus to an external ST-0 daktum,
the F5-I datum may no longer be used for safety-related applications,
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= | PS54000_AB_ETH_IP
=R Ethernet_IP_t
=) Ethernet 1P 1
1 PSSUHPLCLFS SH SD
I 0:P3SUEF4D0 0.5

I/0 mappings: PSS4000_AB_ETH_IP

Filker For the Ij0 mappings: | Module bus <-= Etherhet /TP w

+ Mapping area S

I/0-data module bus +=  EtherMet/IP =
” ¥

= logh P554000_AE_ETH_IP
=-Rg Ethernet_IP_1
=i EtherMetjIP Adapter
= AssemblyObject 100
=-<f] 0 161% : ARRAY [0..15] OF BOOL

+ [ ooi11): F5 0 Do +-=f] InputData[s] : BOOL
+ [ o121 F5 0 Do +- <] InputData[9] : BOOL
+ L 0214 : F5_0_DO +- =] InputData[10] : BOGL
+ [ 03z4):F5_ 0 DO + =] InputData[11] : BOOL

=[] 1:PS3UEF 401 + 'ﬂ InputDatal12] : BooL
+ 7] 1011} : F5_I_OI +- =] InputData[13] : BOOL
+ 7 1121} : F5_1_C1I +-=f] InputData[14] : BOOL
+ ] 12(14) : F5_1_O1I +-=f] InputData[15] : BOGL
+-<1] 13(24) : F5_I DI +-of] 1 I WORD

=M 2:PSSUES4DO 0.5 —l-< AssemblyObiect 101
+ [B o0f11): ST_0_DO —-[® 0: 160% : ARRAY [0..15] OF BOOL
+ [ o1(z1): 5T 0 DO + [ outputDatals] : BOOL
+ [ ozi14): 5T 0 DO + [ outputData[9] : BOOL
+ [ 03(241: 5T 0 DO + [B outputData[10] ; BOOL

=M 3:PS5uE 5401 + [& outputData[11] : BOOL
+ =] 10{11) : 5T_I_DI + [ outputData[12] : BOOL
+ =] 11(21) : 5T_I_DI > + & outputData[13] : BOOL
+ =] 12{14) : 5T_I_DI + [& outputData[14] : BOOL
+ =] 13(24) : 5T_I_DI + [& outputData[15] : BOOL

+ [ 1: oW : WORD

Fig. 568: PAS4000 — Assign I/O-data of module bus to I/O data of EtherNet/IP connect. [B]

+ Overview of I/0 mappings

Device Slak Module Terminal| Datatype | M... |Direction Device Assembly Object| Yirtual Shok| Module Data Datatype
Fthernet 1P 1 0 PSSUE F4D0 0.5 11 SAFEBOOL Data  Oukput Ethernet_ 1P 1 10 f 166 inputDatafa]  BOOL
Ethermet IP_1 0 PSSUEF4D005 21  SAFEBOOL Data Oubput  <-  Ethernet IP_L 100 0 16Ix  InputData[9]  BOOGL
Ethermet_IP_1 0 PSSUEF4D00.5 14  SAFEBOOL Data Oubput  <-- Ethernet_IP_L 100 0 16I%  InputData[10]  BOOL
Ethermet_IP_1 0 PSSUEF4D00.5 24  SAFEBOOL Data Output  <- Ethernet_IP_L 100 0 1614 InputData(11]  BOGL
Ethernet_TP_1 1 PS5UE F 401 11 SAFEBOOL Data Input  —-=  Ethernet_IP_1 101 0 160%  OQutputData[d]  BOOL
Ethernet_TP_1 1 PSS E F 401 21 SAFEBOOL Data Input  -> Ethernet_IP_1 101 0 160¥%  OutputData[3]  BOOL
Ethernet_IP_1 1 PSSuU E F 401 14 SAFEBOOL Data  Input = Ethernet_IP_L 101 0 160%  OQubputData[10]  BOOL
Ethernet_IP_1 1 PSSuU E F 401 24  SAFEBOOL Data Input  --> Ethernet_IP_1 101 0 160%  OutputData[1l] BOOL
Ethermet_IP_1 2 PSSUES4D00S5 11 BOOL  Data Output <- Ethernet_IP_1 100 0 16I%  InputData[12]  BOGL
Ethermet_IP_1 2 PSSUES4DO0S5 21 BOOL  Data Qutput  <-— Ethernet_IP_1 100 0 1614 InputData[13]  BOOL
Ethermet_IP_1 2 PSSUES4DO0S5 14 BOOL  Data Qutput  <-— Ethernet_IP_1 100 0 1614 InputData[14]  BOOL
Ethermet IP_1 2 PSSUES4D005 24 BOOL  Data Qutput  <-— Ethernet_IP_L 100 0 16Ix  InputData[15]  BOOL
Ethernet_IP_1 3 PSSUE 5 401 11 BOOL  Data Input - Ethernet_IP_1 101 0 160%  OutputData[12] BOOL
Ethernet_IP_1 3 PSSUE 5 401 21 BOOL  Data Input - Ethernet_IP_1 101 0 160%  OutputData[13] BOOL
Ethernet_IP_1 3 PSSUE 5 401 14 BOOL  Data Input >  Ethernet_IP_1 101 0 160%  OQutputData[14] BOOL
Ethernet_TP_1 3 PSSUE 5 401 24 BOOL  Data Input > Ethernet_IP_1 101 0 160%  OutputData[15] BOOL

Fig. 59: PAS4000 — Result of correct Assignment, Part [B]
Notice: The 4 failsafe outputs are directly wired to the 4 failsafe inputs in the same order.
The 4 standard outputs are directly wired to the 4 standard inputs in the same order.
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4.3.4. Acyclical data exchange on PSS 4000 side (Explicit messages)

» Acyclical data exchange as "Explicit Message Server" is supported as:
- Explicit Message Server functionality for explicit data
- data exchange with the following CIP objects:

e Identity Object (Class ID 0x01),

¢ Port Object (Class ID 0xF4),

e TCP/IP Object (Class ID 0xF5) and

e Link Object (Class ID 0xF6)

- Common Services:

e Get Services
» “Get_Attribute_All” (Service Code 0x01) and
» “Get_Attribute_Single” (Service Code 0x0E)

e Set Services

* Reset Services (Service Code 0x00 or 0x01)

» For more details please see:
- PAS4000 help,
Chapter: Hardware configuration
> Configuration of the EtherNet/IP Adapter
> Basics on the EtherNet/IP Adapter
> Supported EtherNet/IP objects and Common Services
- Chapter 4.2.5 Acyclic data exchange on ControlLogix side, pages 18ff
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4.3.5. Build and download project to PSS 4000 system

» First enter FS password:

: [ = o W o E | E
T5 Project Manager £2 - [Fs Login (ak+E) | T O

fe 1

* FS Login

(i) Enter the F35 password.

FS Password: | sdekdehdon

0] 4 %J[ Zancel

Fig. 60: PAS4000 — Enter FS password

» “Build Changes”, check the result of Build process and start “Download Project”:

Project Edit Buld Target Tools ‘Window License 3ls  Window License Help

N = bty X8 B8 39 ¢ &

F_a -
%5 Project Manager 52 . 1|Build Changes (Ctrl+8) ]2 2

Download Project I{CtrI+L]I|

Fig. 61: PAS4000 — Build Changes and Start Download Project to Pilz PLC

=l Properties | (21 Problems 23

PS54000_AE_FTH_IP - 0 Errors, 2 \Warnings, 7 Information; Filker: Active project

Description

Resulks af Build (9 of 9 messages)

1 Building was successful 2013-06-12 15:33:15.264

{8 Device "Ethernet_IP_1", FS module bus: The calculated optimal value af 40 ms
For £_MBUS is outside the valid range (& ... 30 ms), t_MBUS is set ko 20 ms.

{8 Device "Ethernet IP 1", 5T module bus: The calculated optimal walue of 1000 ms

For £_MEUS is outside the valid range (2 ... 45 ms), t_MBUS is set ko 40 ms.

Device "Ethernet_IP_1", EtherMet)IP Adapter: t_FxtCois 20 ms,

Device "Ethernet_IP_1", FS module bus; t_MBUS is 20 ms.

Device "Ethernet_IP_1", 5T module bus: t_MBUS is 20 ms.

Device "Ethernet_IP_1", 5T resaurce, Task "Task_1": t_Task is 1000 ms,

IP address used in the build process For the PAS4000-PC:192.168.1.11

The swstem clock pulse is 20 ms.

iy iy iy e

Fig. 62: PAS4000 — Result of Build process for example project
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pilZ

» Check the “Device” and continue with “Start Download”.

PAS4000

Project download

@ Click the "start Download" bukton to skart the download,

Device Impact

Device status

[ Ethernet_IP_1 Unknown

M Mo errorfwarning

Skart Download k

Fig. 63: PAS4000 — Check device and Start Download

Close

PAS4000

Project download

@ Downloading data that has been generated.

[

AR )

Device Impact

[ Ethernet_IP 1 Inknown

Device skaktus

B ro errorfwarning

Fig. 64: PAS4000 — Project download and Restart of Pilz PLC

PAS4000

Project download

@ Download complete, Checking skatus of devices, ..

rFr_"
il
Device Impact Device skaktus
[ Ethernet_IP 1 Inknown Inknown {connecting)
@ Download complete, Checking skatus of devices, ..
FaM
ng
Device Impact Device skaktus
[ Ethernet_IP 1 Inknown

B ro errorfwarning

Fig. 65: PAS4000 — Close Project download

If the project download was successful, the EtherNet/IP commu

nication of Pilz PLC is ready.
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» Now you can exchange data between Allen-Bradley ControlLogix PLC and PSS 4000 PLC
over EtherNet/IP.

= Properties | (21 Problems | &7 Yariable lists &2

‘ariable Data bvpe | Currenk value Current value

= || ¥LO1_PSS4000_AB_ETH_IP

= POL_1 PEDGERAM

ST_Owkpuk0l BOOL TRUE (. FALSE
ST_Output0z EOOL . FALSE TRUE
ST_Inputil EOOL  FALSE TRLUE
ST_Inpuk0z BOOL TRUE W FALSE
ST_Output WORDOD]  WORD Z#0010_0000_0000_0000  2#0000_0001_0000_0000
ST_Input_WORDO1 WORD Z#0100_0000_0000_0000  2#0000_0010_0000_0000
ST_ROR_IM1 WORD Z#0010_0000_0000_0000  2#0000_0001_0000_0000
ST_ROR_M1 DINT 1 1
ST_CompareEqual BOOL TRLUE TRUE
ST_CompareMotEqual  BOOL . FALSE . FaLsE

Fig. 66: PAS4000 — Cyclic change of process data

Pilz GmbH & Co. KG, Felix-Wankel-StraBe 2, 73760 Ostfildern, Germany 46/54
Telephone: +49 711 3409-0, Telefax: +49 711 3409-133, E-Mail: pilz.gmbh@pilz.de



Application Note — No. 1003034_EN_01
PSS 4000 EtherNet/IP communication with Allen-Bradley PLCs

5. Appendix

5.1. Reaction times of cyclic data transfer

5.1.1. [A] Data transfer of Pl-Variables of PAS4000-Program

Reaction times for mapping type “Pl variables < - > EtherNet/IP”
Please see also Chapter 4.3.3.1 [A] Pl-Variables of PAS4000-Program «— EtherNet/IP —»
RSLogix 5000-Program, page 36ff.

» l-data area with external communication -> Task

tExtCo_Task_max = 2tExtCo + 2trask

tExtCo_Task_max: Max. reaction time for this data subpath

textco Cycle time for cyclical reading of the external |-data
from the I-data area

trask: Task cycle time of the task on the PSSu system

» Task -> O-data area with external communication

t*I'Elsk_ExthJ_max = 2teyi00

tTask_ExtCo_max: Max. reaction time for this data subpath

tewtco Cycle time for the cyclical start of data transfer from
the O-data area with external communication

5.1.2. [B] Data transfer of PSS 4000-1/0 data of Module bus

» Reaction times for mapping type “Module bus < - > EtherNet/IP”
Please see also Chapter 4.3.3.2 [B] PSS 4000-1/0O data of Module bus «— EtherNet/IP —»
RSLogix 5000-Program, page 4" ff.
» I-data area with external communication -> Module bus
tExtCo_MBUS_max = tExtCo + MiN (textco » tmeus) + tveus + trrocom
tExtCo_MBUS_max: Max. reaction time for this data subpath

textco - Cycle time for cyclical reading of the external |-data
from the |-data area with external communication

tBus: PSSu system's module bus cycle time

tprocoM: Processing time for O-data on a module

» Module bus -> O-data area with external communication

tMBUS_ExtGo_max = tProciM + 2textCo
tMBUS_ExtCo_max’ Max. reaction time for this data subpath

tprocim: Processing time for a module's I-data
twBus: PSSu system's module bus cycle time
tExtCo - Cycle time for the cyclical start of data transfer from

the O-data area with external communication

Notice: You find current information about reaction times of Automation System PSS 4000
in System Description - No. 1001467, Chapter 9.14.
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5.2. Parameter “Byte sequence”

You can choose in PAS 4000 EtherNet/IP configuration on parameter “Byte sequence” the Byte
order:
» Big Endian

The most significant byte is transmitted first.

It's also called “Motorola format”, because it is compatible with Motorola 68k-processor series.
» Little Endian

The least significant byte is transmitted first.

It's also called “Intel format”, because it is compatible with Intel x86-processor series.
For more information please see: Internet-Link to: Wikipedia about "Endianness".

Notice: The recommended Byte-order is Little Endian, it is also the default setting of hardware configuration on
PAS4000.

Example:
» The Byte-order on PSS 4000 side is always the same: 16#00CF_1974
» The Byte-order on Allen-Bradley side is for “Big Endian”: 16#CF00_7419

4+ PS5_4000_PLC:) Diatald] ; 16¢c£00
 Po5_ 4000 FLC) D] | Byte-Order on-AlenBradley side T

pf! O_QUT_EthIP_1 SAFEIYERD 16#00CF_1974 16#00CF_1974

Wariable forcing started: W_OUT _EthiP_2

Fig. 67: Byte sequence — Big Endian, data type DWORD

» The Byte-order on Allen-Bradley side is for “Little Endian”: 16#1974_00CF

PS5 4000 PLC:|.Drata[d) . le#la74d
; il Byte-Order on Allen-Bradley side T
+ PS5_4000_PLCLDat[i0] [ ¥ Le#00cE
‘wF D_OUT_EthIP_t SAFEDVIORD 16#00CF_1974 16#00CF_1974

b ariable forcing started: B_OUT_EthiP_01

Fig. 68: Byte sequence — Little Endian, data type DWORD

Notice:» The Byte sequence is changed only for data types DWORD and WORD.
» For data type BYTE the Byte sequence cannot changed!

» Examples for data types (SAFE)BYTE and (SAFE)WORD

» “Big Endian”:
+P'5 S_4000_PLC:I.Drataf3] la#de3s
+-PS5_4000_PLEC:|.Datal4] . m
wF | Evte OUT EthIP_3 SAFEBYTE [16436
wF| Byte_OUT_EthIP_4 SREEBYTE |l6#4F |
wF! W _oUT_EthIP_1 SAFEWORD |16#0462
» “Little Endian”:
+ PS 5_4|:||:||:|_F'L|::|.Data[j] la#de3s
H-PSE_4000 PLE:LD ata(4] leg0de2

wF Byte OUT EtHIF 3 SAFEBYTE [16438

pF| Byte OUT FthIP 4  SAFEBYTE | 16#4E

pF| W _OUT_EthIP_1 SAFEVORD | 1620462
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5.3. Status word: diagnostic data inside process data

As an option, the transmission of a status word can be configured in PAS4000 for the Scanner
Input Assembly Object instance.

The status word contains device-based status information and is transmitted to the scanner for
diagnostic purposes.

Notice: For actual information about status word:
» open in software “PAS4000” in menu “Help” the function "Contents and Index"

and

» choose chapter "Hardware configuration"
> “Configuration of the EtherNet/IP Adapter”
> “Basics on the EtherNet/IP Adapter”
> “EtherNet/IP diagnostics”: section “Structure and content of the status word”

5.3.1. Octet 1 of diagnostic data

Octet 1 contains error messages from the PSS 4000 device:

Bit | Value | Meaning
0 0/1 | Error message for the PSS 4000 device
0 [» No message
1 |» A message of “Error” severity is present for at least one system section of the PSS 4000 device.
4 Aormajor FS error is present for at least one FS system section of the PSS 4000 device.
On PSSu systems, this corresponds to the status of the “DIAG” LED on the head module:
Status: “lights up red” or “flashes red”.
1 0/1 | Error in the FS/ST module bus system sections of the PSS 4000 device
0 |» No message
1 | » Operating state: “Safe condition of all FS outputs on the PSSu system”.
4 Xtr least one module cannot be accessed (e.g. a module has been removed during operation,
actual/registered hardware does not match).
4 CO);)erating state: “FS module bus in a STOP condition with error: Major FS error”.
On PSSu systems, this corresponds to the status of the “MBUS” LED on the head module:
Status: “lights up red” or “flashes red”.
2 0/1 | Error in the "FS-SafetyNET p RTFN" system section of the PSS 4000 device
0 |» No message
1 | » Operating state: “FS SafetyNET p RTFN in STOP condition with error: Major FS error”.
4 Co);)erating state: “FS SafetyNET p RTFN in STOP condition with error: Major FS+ST error”.
On PSSu systems, this corresponds to the status of the “FS SNp” LED on the head module:
Status: “lights up red” or “flashes red”.
3 0/1 | Error in the “FS-SafetyNET p RTFN” system section of the PSS 4000 device
0 [» No message
1 | » Operating state: “ST SafetyNETp RTFN in STOP condition with error: Major FS+ST error".
On PSSu systems, this corresponds to the status of the "ST SNp" LED on the head module:
Status: “lights up red” or “flashes red”.
4 0 Reserved
6 0 Reserved
6 0 Reserved
7 0 Reserved
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5.3.2. Octet 2 of diagnostic data

Octet 2 contains additional status information from the PSS 4000 device:

Bit | Value | Meaning
0 0/1 | Warning message for the PSS 4000 device

0 [» No message

1 | » A message of “Warning” severity is present for the PSS 4000 device.

On PSSu systems, this corresponds to the status of the “DIAG” LED on the head module:
Status: “lights up orange”.

1 0/1 | Forcing on the FS resource

0 [» No message

1 |» Forcing on the FS resource is active.

On PSSu systems, this corresponds to the status of the “FS FORCE” LED on the head module:
Status: “lights up yellow”.

2 01 Forcing on the ST resource

0 |» No message

1 » Forcing on the ST resource is active.

On PSSu systems, this corresponds to the status of the “ST FORCE” LED on the head module:
Status: “lights up yellow”.

3 0 Reserved
4 0 Reserved
6 0 Reserved
6 0 Reserved
7 0 Reserved
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