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Document Revision History

Document Revision History

Release |Date Changes Chapter
01 2026-05-28 Creation all
02 2026-05-28 Correction all

Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our Overview document (1002400) or the Direct search
function function in the download area.

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in safe
automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our company
and our products. All statements are made in accordance with the current status of technology and to
the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, exceptin the case of gross negligence.
In particular, all information on applicable standards, safety-related classifications and time
characteristics should be viewed as provisional. In particular it should be noted that statements do not
have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

May 2026

All rights to this publication are reserved by PilzGmbH & Co. KG.

We reserve the right to make technical changes. Copies may be made for the user's internal purposes.
The names of the products, goods and technologies used are trademarks of the respective companies.
Please refer to the documents listed in Chapter 1 Useful documentation [[EJ 5] for up-to-date
information on the products, their licences and registered trademarks.

Industrial Security

To secure plants, systems, machines and networks against cyberthreats itis necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Abbreviations

Abbreviations

Abbreviation / term Description Source

AN Application Note www.pilz.com > AN content (1002400)

PNOZz Pilz E-STOP positive-guided (DE: Pilz NOT-AUS- www.pilz.com > PNOZ
Zwangsgefuhrt)

PSS Programmable control system (DE: Programmierbares www.pilz.com > PSS
Steuerungssystem)

PSS u2 PSSuniversal, 2nd Generation www.pilz.com > PSS u2

POU Program organisation unit
(EN: Program Organisation Unit)

N/C EN: Normally Closed

NO EN: Normally Open

OPC UA Open Platform Communications Unified Architecture

Definition of symbols

Information that is particularly important is identified as follows:

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material damage,
and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is important for understanding these Application Note.
The availability of the software used and its safe handling are assumed.

1.1 Documentation from Pilz GmbH & Co. KG

No. |Description Item No. /Download

1 Pilz international website, download section www.pilz.com

2 Operating Manual: PITreader www.pilz.com > 1004806
3 Operating manual PITreader OPC Server UA www.pilz.com > 1005480
4

1.2 Documentation from other sources of information

No. | Description Item No. /Download
TIA Help Viewer (integrated online help in the TIA Portal)
2 S7 user block for the OPC UA Client of a SIMATIC S7-1500 109762770_OPC_UA_PLC-
Client_DOC_Vx_en.pdf
3
4
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https://www.pilz.com/
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Used hardware and software

2 Used hardware and software

2.1 Pilz products

No. | Description Order number | Version Number
1 PlTreader S card unit 402321 02.03.01 1
2 PITreader key ye g (Generic transponder key) 402260 - -
3 PITreader card ye g (Generic transponder card) 402330 - -
4
2.2 Third-party products
No. | Description Order number | Version Number
1 Siemens S7-1500 CPU 1517TF-3 PN/DP 6ES7 517- 3.1.5 1
3UP00-0ABO
2 TIA Portal - V21 -
3
4
2.3 Structure of the application (schematic)
Development System
Web-Config
OPC UA Server

TIA

\'PA
Runtime

OPC UA Client

PITreader

Figure 1: Application — Structure of the hardware (schematic)
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Preface

3 Preface

This Application Note uses the TIA Portal V21 development environment to describe the commissioning
of the PITreader via an OPC UA connection. Communication via OPC UA is based on a Client-Server
model. This means that data is always exchanged between OPC UA-enabled OPC Servers and OPC

Clients.

The basic step-by-step procedure for a successful basic configuration is shown here, mostly in pictures.

NOTICE

This document only describes the procedure for using
the PlTreader with item humber 402321 and does not represent technical documentation
for general use of the software "TIA Portal V21" and other functions from

Siemens.
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TIA Portal and required functions

4 TIA Portal and required functions

4.1 Basic information

The TIA Portal from Siemens is an integrated engineering platform for the development, configuration
and commissioning of industrial automation systems. By combining control, visualisation and drive
technology in a uniform software environment, the TIA Portal enables consistent, efficient and error-
reduced engineering. Integrated diagnostic and simulation tools also support virtual commissioning and
increase transparency over the entire lifecycle of the plant.

CAUTION!

The TIA Portal V20 cannot be used for OPC UA connection to a PITreader. Errors occur in
TIA Portal V20 when encrypting and decrypting OPC device certificates.

4.2 TIA Portal OPC UA Client

The integrated OPC UA Client interface enables automation devices to retrieve standardised,
manufacturer-independent data from external servers via the OPC UA protocol and integrate it into
control programs. It supports safe, semantically structured communication and allows access to
variables, methods and information models from other systems.
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PlTreader

5 PlTreader

The term "PlTreader" includes all RFID authentication systems from PILZ GmbH & Co. KG on which
authentication is via a transponder.
The following can be used as transponders, for example:

- Keys

— Cards

— Stickers

The PITreader OPC UA Server is designed for data exchange between a PITreader and an OPC UA Client.
This may be visualisation or configuration data, for example. A maximum of one Client connection ata
time can be established to a PITreader's OPC UA Server. The OPC UA Client may be the OPC UA Client
of the visualisation system PASvisu, for example, or an OPC UA-enabled Client from a third-party
manufacturer.

5.1 Changing the configuration of the PITreader OPC UA Server

Configuration changes for the PITreader OPC UA Server can be made in the PITreader's web application.
The PlTreader must be restarted after each configuration change for the changes to take effect.

The configuration of the PITreader OPC UA Server can be saved and restored as part of the device
configuration in the PITreader's web application.

5.2 Activating the OPC UA Server

The PITreader OPC UA Server is deactivated in its default setting or following a factory reset. The OPC
UA Server can be activated in the PITreader's web application. Both a Server and a Client certificate are
required to activate the OPC UA Server.

To access the PlTreader, the PC's IP address must be in the same subnet as the IP address of the
PITreader.
Default setting PITreader:
IP address: 192.168.0.12
Subnet mask: 255.255.255.0
Default credentials:
User name: admin
Password: Serial number of the PITreader (on the bottom of the device).

INFORMATION

When the network settings have been changed, the PITreader restarts and is then
accessible under the new IP address.

5.2.1 Procedure

1. Startthe web browser and enter the IP address of the PITreader.
Login and change the default password in order to make changes to the PITreader
configuration.

3. Inthe web application, switch to "Configuration -> OPC UA Server".

4. Server certificate
Preferably, you can generate a new Server certificate via the "Generate new certificate"” button.
Or, on the configuration PC, you can use the "Browse" button to select the file containing your
own Server certificate and click on "Upload”.

Requirements of the Server certificate:
See illustration below.
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PlTreader

Server certificate

The server certificate must meet the following requirements: RSA 2048 Bit, SHAZ (e.g. SHAZ256), server’s application URI in the
certificate’s "Subject Alternative Name".

Common name 192.168.0.12

(CN)

Fingerprint 6FAE09:0B:92:74:00.DAAD:7B:2D:0AA2:CE:98:A6:92:BE AC 9B 2EB
(SHA256) 6:F4:E8:55:08:F6:3E:FF:71:16:16

Download certificate H Generate new certificate

Figure 2: PITreader OPC UA new Server certificate

5. Client certificate:
On the configuration PC, use the "Browse" button to select the file containing the Client
certificate and click on "Upload”.

The client certificate must meet the following requirements:
See illustration below

Client certificate

Common name PLC-1/OPCUA-1-6

(CN)

Fingerprint AA22° EAD6:37:CB:66:7C:F3:CF:52:48:FE:01:D7:BD:9C-AT-0F -A4:58.E
(SHA256) 57F:4C:BA.0D:AF:10:FF:05:BF:54

Download certificate “ Delete certificate

Upload client certificate

Upload certificate for the OPC UA Client in DER or PEM format. The certificate must meet the following requirements: RSA 2048 Bit,
SHAZ (e g SHAZ56), client’s application URI in the certificate's "Subject Alternative Name™

Certificate Select certificate file... Browse

Figure 3: PITreader Uploading the OPC UA Client certificate

6. Activate the PITreader OPC UA Server by first selecting "Activated"” and then clicking on "Save”
(Figure 4 red square).

INFORMATION

The PITreader OPC UA Server
can only be activated if a Server certificate has been generated or uploaded, the Client
certificate has been uploaded and the certificates have been accepted.
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PlTreader

OPC UA Server

[ Configuration End point URL opc.tep://192.168.0.12:4840 K

Setings Port number 4840
Coding

Application URI urn:192.168.0.12:Pilz:PlTreader
Certificate

Activated

OPC UA Server

Device groups

Figure 4: Activating the OPC UA Server
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Establish connection

6 Establish connection

6.1 Activate OPC UA Client

In order to use the Siemens S7-1500 as an OPC UA Client, it must be activated. To do this, proceed as
follows:
1. Open the TIA Portal and the project in which the OPC UA Client is to be configured.
Add your controller in the "Device configuration" tab.
In the device configuration, click on your configured controller (Figure 5 red square).
Then click on the "Properties"” tab (Figure 5 yellow square).
Navigate to General -> OPC UA -> Client -> General.
Activate the OPC UA Client by selecting "Activate OPC UA Client" (Figure 5 blue square).

ook ODd

B Add new device
By Devices & networks
~ [ PLC_1 [CPU 1517TF-3 PN/DP]
T Device config
%] Online & diagnostics
@ Ssfety Administration d' 0
» [g@ Software units

Profilschiene_0

» [ Program blocks

¥ (3 Technology objects

» [} External source files

b [g PLCtags

v g PLC data types

[&2 Wistch and force tables
(&g online backups

[ Traces
:ﬁ". QOPC UA communication
[ig web applications

i, Device proxy data <] i ] [»][100% -

B8 Program info

. F = e =
[t PLC supervisions & alarms JB Properties [1. Info &) [ 2/ Diagnostics

&) PLCalarm text lists J General || 10 tags H System constants || Texts
» [ Local modules Time of day [~]]
+ [ Ungrouped devices ~ Protection & Security p Eamad
» 5§ Security settings Protection of the PLC .. Accessibility of the client
» [ Cross-device functiens Access control
» [5§ Common data } Connection mecha
» (5] Documentation settings ~ Certificate manager
¢ [ig Languages & resources = Certificate manager
— — e Certificate manag
v | Details view
» Syslog
Security event _:
v OPCUA r
— General E
» Server
¥ Client
General F
P System power supply
b Advanced configuration
Connection resources
Overview of addresses
P Runtime licenses =
%

3 E—— 31
Figure 5: Activating the OPC UA Client
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Establish connection

6.2 Protect project

In order to gain access to security functions such as the certificate manager in the TIA Portal, the project
must be protected. To do this, proceed as follows:

1. Inthe project navigation, navigate to Devices -> Security settings -> Settings (Figure 6 red
square).
In the window that opens, click on "Project protection" (Figure 6 yellow square).
3. Click on "Protect this project” (Figure 6 blue square).

N

AN PlTreader OPCUA S71500_V21 ¥ Security setlings » Settings

Devices Plant objects
I )| 2 Project protection

Froject protection
¥ Password pobcees

* ] ANFMeader OPCUAST-ISO0NZT A
B A s diien - Your projeet will be pratected 05 300n a3 you specify a project administratar. Then you must lag on to the praject The

project protecton cannat be removed again.
oy Devices & netwarks

= g PLE_1 [P 1817TF-3 PR Thiz seting carnat be urdone.
BY pevice canfigursticn

Y/ Onhine & di
=

¥ [ Technolugy obpects
v [ Baternal seurce Sles
» g rcma:
» [ PLC daa rypea
» [ wetch and force tabie:
¥ [ig Onlue backups
» g Traces
» L OPCUA communication
» [ig weh applicatians
» [} Device prowy deta
5 Fragram inf
CF MLC supenvizions & alams -
K] PLC alarm text lisiz General
» [ Local module:

| & Properties [T Info & | & Diagnostics

Ungiyuped devices

No "progerties” available.

Mo ‘prapertes can be shewm at the marment. There 15 ether oo obyect selected or the selected chject does not have any displayable propeities

5= secuntyfeatures
» [ Crassdeviee funcrion:

)

Figure 6: Protect project in the TIA Portal

4. Inthe window that now opens, enter a user name and password and, if desired, a comment.
5. Confirm by clicking "OK".
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Establish connection

6.3 Select licence

In order to use the functionality of the integrated OPC UA Client, the corresponding licence must be
activated in the TIA Portal. Proceed as follows:
1. Inthe device configuration, click on your configured controller (Figure 7 red square).
2. Thenclick onthe "Properties” tab (Figure 7 yellow square).
3. Navigate to General -> Runtime licences -> OPC UA.
4. Activate the required licence by selecting the licence displayed under "Type of licence required”
in the "Type of licence purchased" drop-down list (Figure 7 blue square).

gy Devices & networks
- [ PLC_1 [CPU 1517TF-3 PN/DP]
[1Y Device configuration — ==
ﬂ Online & diagnostics 1
@ safety Administration "3 0 1 z e d 2 g v i
» lgg software units Profilschiene_0 L
» gl Program blocks i
» [ Technology objects W
3 External source files
» L4 PLCtags
v [g) PLC data types
» [ watch and force tables
» [ Online backups
» [ Traces
3 5"{;‘- OPC UA communication
» [ig web applications
v [ Device prowy data (|| I | [>] [100% | —f— |
Eis Program info T
'71— PLCQWPENMUW R J_o, Properties  Tiy Info i ”i Diagnostics
|E) PLC alarm text lists J General H 10 tags H System constants ” Texts
» [ Local modules Access control _ OPC UA
+ [ Ungrouped devices » Connection mecha...
v "Securitysemngs  Certificate manager Runtime licenses
{4 Settings Certificate manager
t Users and roles Certificate manag_.. Type ofrequired license: | SIMATIC OPC UA 57-1500 large =
» B2 securityfeatures <
e ‘y » Syslog Type of purchased license: | SIMATIC OPC UA 57-1500 large |-
» [pd Cross-device functions Security event o licenze
» :’ Common data » OFC UA SIMATIC OPC UA 57-1500 small
» Eﬂ] Documentation settings General SIMATIC OPC UA 57-1500 medium
= SIMATIC OPC UA 57-1500 large
» g Languages & resources » Server m
—
» :[9; Version control interface w Client Il
» i Online access General :
r\j Card Reader/USB memory » System power supply Il
» Advanced configuration
Connection resources =
Overview of addresses
¥ Runtime licenses
v | Details view OPCUA
ProDiag
MAC ol
~
o < i B
Figure 7: Activating licences in the TIA Portal
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Establish connection

6.4 OPC UA Client certificate

In order to establish an OPC UA connection with the PlTreader, the PITreader requires the Client

certificate of the Siemens S7-1500. Proceed as follows:

1. Inthe device configuration, click on your configured controller (Figure 8 red square).
2. Thenclick onthe "Properties” tab (Figure 8 yellow square).
3. Navigate to General -> Protection & security -> Certificate manager -> Certificate management

with TIA Portal.

4. Activate "Use global security settings for the certificate manager"” (Figure 8 blue square).

5. Click on "<Add new>" (Figure 8 green square).

[ FUUTTEWUETTE
gy Devices & networks

+ [ PLC_1 [CPU 1517TF-3 PN/DP]
IIY Device configuration
%] Online & diagnostics
8 Safety Administration o
@ Software units Profilschiene_o
ri: Program blocks
[ Technology objects
External source files
[& PLC tags
[ig) PLC data types
[ wetch and force tables
[& Online backups

r‘-_..,. Traces
ZEg-_ OPC UA communication
[@ web applications <] 1l ]

[3][100% x| 5 %

[ Device proxy data
B0 Program info

J General || 10 tags

[.f PLC supervisians & alarms | Sislemconsiants [ Texts |

|3 Properties ) Info @ ”i Diagnostics ‘

E] PLC alarm text lists
v [ Local modules

+ Protection & Security

Frotection of the FLC > Certificate management with TIA Portal

» £ Ungrouped devices Access contral Global security settings

= E;. Security settings

N Settings

ﬁ Users and roles

b 5l Securityfeatures
(38 cross-device functions
i

» Connection mecha..

w Certificate manager
Certificate manager
Certificate manag...

The global security settings for the ©

F System power supply
» Advanced configuration
Connection resources

Overview of addresses

 Runtime licenses

OPC UA

+ | Details view

FroDiag

< [T

Mame

L
To access the global certificate manager, the project must be protected and the user must be logged in as an administrator.

M use global security settings for certificate manager

Not specified
PGI/PC and HMI communi... O=Siemens, C=DE, CN=5_. 3/9i2037

4 }» Syslog

» Common data Security event

» ] Documentation settings - OFCUA || ~ Device certificates

v [ Lenguages & resources General 4

» [ Versien control interface b Server n Commen name of subject | Service
» [ Online access w client i PLC-1/IOPCUA-1-6
» [ Card ReaderiUSB memory General PLC-1/Communication-5

Issuer Valid until

O=5iemens, C=DE, CN=5... 3[16/2037

Figure 8: Create OPC UA Client certificate (1)

6. Inthe window that now opens, click on "Create” (Figure 9 red square).

|

D Cornman narme of subject
4 | PLC-1/0PCUA-1-4
5 PLC-1ICommunication-5
6 PLC-1/OPCUA-1-6

Walid until
O=Siemens, C=DE, CN=5... 3I9/2037
O=Siemens, C=DE, CN=5_.. 3i9/2037
O=Siemens, C=DE, CN=5... 3(16/2037

lszuer

¢ i

ENE
Etreate I

Figure 9: Create OPC UA Client certificate (2)

7. Setthe parameters for the relevant OPC UA Client certificate in accordance with the
parameters in Figure 10. If necessary, adjust the IP addresses (red square) and then confirm

with "OK" (yellow square).
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Establish connection

Usage: | OpcUa Client [+]
Keyusage: |Mon Repudiation, Digital Signature, Key Encipherment, Data ~
Encipherment "

Certificate authority (CA)
Select how the new certificate will be signed:

OSeIfsigned
@ Signed by certification authority

CAname: |(ID=2)Siemens TIA Project - AN PITreader OFC UA 57-1500 || select

Certificate parameter

Enter the parameters for the new certificate:

Comrnon name of subject: |PLC-1 [OPCUA-10 |

Encryption method: | RSA [~]
Key length: |2D48 |v|
Hash algarithm: |sha256 [+]
Valid from: |March 19, 2026 02 :16:45 FM [+]
Valid until: |March 13, 2037 01:00:00 AM [+]
Subject Alternative Narme (SAN): Type Value
LRI urn:SIMATIC.S7-1500.0PCUA Application:PL...
IP 192.168.0.1
IF 192.168.11
<Add news
| i I[>]
oK ‘ | Cancel

Figure 10: Create OPC UA Client certificate (3)

8. The newly created certificate is now added to the list of device certificates
9. Right-click on the created certificate and press "Export certificate" (Figure 11 red square) and
save the certificate file.

Device certificates

I Commaon name of subject | Service Issuer Walid until
_“i 6 PLC-1/OPCUA-1-6 Mot specified O=Siemens, C=DE, CN=5... 3/16/2037
_l‘i 5 PLC-1/Communication-5  PGIPC and HM cormnmuni... O=Siemens, C=DE, CN=5... 3/9/2037
4l @ PLc1ioPCUA-9 Mot specified e i e (N=5_ 3(19/2037

[=# Export certificate

Ada news

% Delete certificate

Figure 11: Export OPC UA Client certificate

10. Upload the Client certificate in the web application of the PITreader, in accordance with
Chapter 5.2 Activating the OPC UA Server.
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Establish connection

6.5

Create and configure OPC UA Client interface

The next step is to create a new OPC UA Client interface. Follow the instructions below:

1.

w

In the project navigation, navigate to Devices -> OPC UA communication -> Client interfaces
and double-click on "Add new Client interface" (Figure 12 red square).

Open the newly created Client interface and click on the "Properties" tab (Figure 12 yellow
square).

Navigate to Configuration -> Connection parameters (Figure 12 blue square).

Enter the IP address and port number of the OPC UA Server (Figure 12 green square). These can
be found in the PITreader's web application (Figure 4).
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Figure 12: Create and configure OPC UA Client interface (1)
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Establish connection

5. Navigate to Configuration -> Security (Figure 13 red square).
6. Selectthe parameters as shown in the illustration (Figure 13 yellow square). Under "Client
certificate"”, select the certificate generated in Chapter 6.4 OPC UA Client certificate.
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Figure 13: Create and configure OPC UA Client interface (2)

Application Note PITreader S with OPC UA and TIA Portal

1007413_EN_02 PILZ | 18/29



Establish connection

6.6

Import OPC UA Server interface

In order to import the OPC UA Server interface, you can connect online to the PITreader. Follow the
instructions below:
1. Under "Source”, select "Online[]" (Figure 14 red square).

2. Clickon "Online access" (Figure 14 yellow square).
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Figure 14: Import OPC UA Server interface
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Establish connection

3. Inthe window that opens, enter the OPC Server address "opc.tcp://[IP address of the
PiITreader]" under "OPC UA Server address" (Figure 15 red square).

4. Clickon "Find selected Server" (Figure 15 yellow square).

5. Once the OPC UA Server has been found, select the remaining settings as shown in the
illustration (Figure 15 blue square). Under "Certificate (Client)", select the certificate generated
in Chapter 6.4 OPC UA Client certificate.

6. Clickon "Connect" (Figure 15 green square).

Connect to OPC UA server X

Access to the OPC UA server

! IOPCUA server address: oEc.tcE:|'|'192.IGS.D.I2 l |

Session name: | urn:DE-G3132V16-h:Siemens:TiA-Porta|@c.scheiffele:PITreader |

Find selected server |

Select OPC UA server end point:

Application name [ Security policy
= B FilzPiTreader
' Mo security
@ Basic2565ha256 -Sign
ﬂ Basic2565ha256 -Sign & encrypt

TIA Portal certificate User authentication
Certificate location: |T|r‘-. Fortal ‘ - | User authentication: | Guest |v |
Certificate (client): |PLC-1 (OPCUA-1-6 | User name: | |
Password: | |
Online status information: [] Display only error messages

7 Attempting to connect to the OPC UA server with address ope tep-1192 168.0.12
= Connection established to the OPC UA server with address opc.tep:i192.168.0.12.
ﬂ scan completed. Number of OPC UA server applications found: 1.

I Connect ‘l Cancel

Figure 15: Connection to the OPC UA Server
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Establish connection

7. Inthe window that opens, click on "Yes" to trust the PITreader's certificate (Figure 16 red
square).

Certificate validation (4850:000716)

Do you want to trust the certificate of
the 'Pilz PITreader’ server?

Certificate details

|@ Yes ’ Ma

Figure 16: Certificate of the PITreader

8. Once the PITreader certificate has been accepted and a connection has been successfully
established, all variables available from the PITreader will be displayed in the OPC UA Server

interface (Figure 17).
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Figure 17: Available variables on the PlTreader
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Establish connection

6.7 Assignment of the available variables

In order to read or write the available variables, they must be made available in the TIA Portal. Proceed
as follows:
Create a new read list and a new write list in the TIA Portal by double-clicking on "Add new read

1.

list" and "Add new write list" (Figure 18 red square).

Variables with read access can be added to the read list you created. Variables with read and
write access can be added to both the read and write list (Figure 18 yellow square). The
variables are added to the read and write list via drag & drop.
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Figure 18: Creating a read and write list in the TIA Portal
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Establish connection

3. Inthe project navigation, navigate to Devices -> Program blocks -> [Name of the Client
interface] _Data [DBx] (Figure 19 red square).
4. Open[Name of Client interface]_Write / Read -> Variable and check whether the variables that
have been added to the read and write list are available (Figure 19 yellow square).
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Figure 19: Data block with variables in the read and write list
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6.8 Implementation of the OPC UA Client functionalities

To implement the OPC UA Client functionalities, there are corresponding function blocks in the
TIA Portal. Open a function block and click on "Instructions” (Figure 20 red square). Under
Communication -> OPC UA -> OPC UA Client you will find all the function blocks required for
the functionalities of the OPC UA Client (Figure 20 yellow square).
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Figure 20: Function blocks for the OPC UA Client functionalities

Please refer to the documentation for implementation of the OPC UA Client functionalities from
Siemens.

Support Page - Siemens SiePortal
Enter the following ID in the search: 109762770

Here you will find sample projects with an S7 user block for the OPC UA Client of a SIMATIC S7-1500, as
well as the documentation associated with the application example.
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6.9 Access to the variables on the PITreader

After you have inserted the user block for the OPC UA Client, you can now test whether you can read
and write the available variables on the PlTreader.

6.9.1 Read variables

To check that the variables are read correctly, proceed as follows:
1. Open the data block in which the read list's variables are available (Figure 19).
2. Click on "Watch all"to display the variables' current values (Figure 21 red square).
3. Thevariables "SerialNumber"and "OrderNumber" display the value "WSTRING#'000000000"
or"WSTRING#'0" (Figure 21 yellow square), as there is currently no transponder held up to the
PITreader's reader unit.
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ﬁEh Devices & networks 45 | u Permission uDint 0 o
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n-ﬁ- FOB_RTG1 [OB123] [ ] 56 <@ L] Colour upint 1
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E] PLCalarm textlists 76 @ = AuthenticationMode ubint 0 1
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Figure 21: Watch mode with no PlTreader transponder present
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4. Now hold atransponder to the PITreader's reader unit

5. Ifthe values of the variables "SerialNumber" and "OrderNumber" change and the correct serial
number and order number are displayed for the transponder, there will be read access to the
variables provided by the PITreader (Figure 22 red square).
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@ Safety Administration d@® |2 a = IDPortvalue upint 0 0
» lgg Software units 50 40 = IOPorthode WString WSTRING# WSTRING# ‘input’
+ [l Program blocks @ |51 a . SEUStatus Bool FALSE
ﬁf\dd new block =ls2 a = Activated Bool FALSE
4 Main [OB1] [+ 53 a1 = FlashMode_1 uDint o
@ OPC_Controlling_Interface [DB2] [ 54 g = Colour_1 upint o
PlTreader_Data [DE4] [+ ] 55 0 = FlashMode upint o
35 FOB_RTG1 [0B123] [ ] 56 - = Colour upint 3
4 Main_Safety RTG1 [FB1] @ 57 4@ = b Permissions Array]0..0] of UDInt
@ Mein_safety RTG1_DB [DB1] @ 58 |- = TimeLimitationEnd LDT LDT#1970-01-01-00:00:02.147483647
= I’-;J OPC UA e ] 59 40 = TimelimitationStart LDT LDT#2000-01-01-00:00:00
48 OPCUAPITreader [FB2] @ |50 | = Transpenderlidstring Wstring WSTRING#'044119AAF06180"
@ OFPCUAPITreader_DB [DBS] e ] 61 - = cscuritideting JiSiing 61C"
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b & System blocks (s 62 |1 L} OrderMumber Wstring WSTRING#'402260"
y [# Technology objects 54 = FallureReason UDInt 2
3 External source files 65 40 = PermissionDisplay usint ']
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v [ig Online backups 59 a0 = Authenticated Bool FALSE
» [ Traces 70 4@ = AuthenticationType uDint D ']
» [ OPC UA communication 71 | . UserDataConfigComment Wstring STRING# bead
3 p_@ Web applications 72 |41 = UserDataConfigiersion upint 0 ]
» [i} Device proxy data 73 | L} Location Wstring WSTRING# 2
% Program info 74 @ . EvaluateTimeLimitation Bool FALSE
L. PLC supervisions & alarms 75 4@ = IOPortFunction uDint ']
E] PLC alarm text lists 76 |1 L} AuthenticationMode upint 1
3 E Online card data 77 |4 = DeviceGroup upint ]
» [ Local modules (s 78 @ . ModbusTCPEnabled Bool FALSE
y I Ungrouped devices 79 < = ModbusTCPPart Uint 502
» Eg Security settings w80 40 = HTTPEnabled Bool TRUE
v | Details view 81 @ = HTTPSPort uint 443

Figure 22: Watch mode with PlTreader transponder present

Application Note PITreader S with OPC UA and TIA Portal

1007413_EN_02

PILZ | 26/29



Establish connection

6.9.2

Write variables

To check that the variables are written correctly, proceed as follows:
1. Open the data block in which the read list's variables are available (Figure 19).
2. Click on "Watch all" to display the variables' current values (Figure 23 red square).
3. Controlthe values of the variables "Activated”, "FlashMode" and "Colour" as shown in the
illustration (Figure 23 yellow square).
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Figure 23: Control the variables on the write list

4. Ifthe integrated LED on the PITreader now flashes red, write access was successful.
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