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Validity of Application Note 

This present Application Note is valid until a new version of the document is published. 
This and other Application Notes can be downloaded in the latest version and for free from 
www.pilz.com. For a simple search, use our Overview document (1002400) or the Direct search 
function function in the download area. 
 

The Pilz newsletter is free of charge and keeps you up to date on all the latest issues and trends in safe 
automation. 
 
 

Exclusion of Liability 

We have taken great care in compiling our application note. It contains information about our company 
and our products. All statements are made in accordance with the current status of technology and to 
the best of our knowledge and belief. 
While every effort has been made to ensure the information provided is accurate, we cannot accept 
liability for the accuracy and entirety of the information provided, except in the case of gross negligence. 
In particular, all information on applicable standards, safety-related classifications and time 
characteristics should be viewed as provisional. In particular it should be noted that statements do not 
have the legal quality of assurances or assured properties. 
We are grateful for any feedback on the contents. 
 

May 2026 
 

All rights to this publication are reserved by Pilz GmbH & Co. KG. 
We reserve the right to make technical changes. Copies may be made for the user's internal purposes. 
The names of the products, goods and technologies used are trademarks of the respective companies. 
Please refer to the documents listed in Chapter 1 Useful documentation [ 5] for up-to-date 
information on the products, their licences and registered trademarks. 
 
 

Industrial Security 

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement 
(and continuously maintain) an overall Industrial Security concept that is state of the art. 
Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security 
measures with care. If necessary, seek advice from Pilz Customer Support.  

https://www.pilz.com/
https://www.pilz.com/en-INT/search?SEARCHTERM=1002400
https://www.pilz.com/en-INT/search?
https://www.pilz.com/en-INT/search?
https://www.pilz.com/en-INT/company/news/newsletter
https://www.pilz.com/en-INT/products/industrial-security
https://www.pilz.com/en-INT/support/technical-support
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Abbreviations 
Abbreviation / term Description Source 
AN Application Note www.pilz.com > AN content (1002400) 
PNOZ Pilz E-STOP positive-guided  (DE: Pilz NOT-AUS-

Zwangsgeführt) 
www.pilz.com > PNOZ 

PSS Programmable control system (DE: Programmierbares 
Steuerungssystem) 

www.pilz.com > PSS 

PSS u2 PSSuniversal, 2nd Generation www.pilz.com > PSS u2 
POU Program organisation unit 

(EN: Program Organisation Unit) 
 

N/C EN: Normally Closed  
NO EN: Normally Open  
OPC UA Open Platform Communications Unified Architecture   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Definition of symbols 

 Information that is particularly important is identified as follows: 
 

 

 

CAUTION! 
 

This refers to a hazard that can lead to a less serious or minor injury plus material damage, 
and also provides information on preventive measures that can be taken. 
 

 

 

 

NOTICE 
 

This describes a situation in which the product or devices could be damaged and also 
provides information on preventive measures that can be taken. 
It also highlights areas within the text that are of particular importance. 
 

 

 

 

INFORMATION 
 

This gives advice on applications and provides information on special features. 
 
 
 

  

https://www.pilz.com/en-INT/search?SEARCHTERM=1002400
https://www.pilz.com/en-INT/products/relay-modules
https://www.pilz.com/en-INT/products/controllers
https://www.pilz.com/en-INT/products/controllers/i-o-systems
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1 Useful documentation 

Reading the documentation listed below is important for understanding these Application Note. 
The availability of the software used and its safe handling are assumed. 
 

 
1.1 Documentation from Pilz GmbH & Co. KG 

No. Description Item No. /Download 
1 Pilz international website, download section www.pilz.com 
2  Operating Manual: PITreader  www.pilz.com > 1004806 
3  Operating manual PITreader OPC Server UA  www.pilz.com > 1005480 

4   

 
1.2 Documentation from other sources of information 

No. Description Item No. /Download 
1 TIA Help Viewer (integrated online help in the TIA Portal)  
2 S7 user block for the OPC UA Client of a SIMATIC S7-1500 109762770_OPC_UA_PLC-

Client_DOC_Vx_en.pdf 
3   
4   

 
 
  

https://www.pilz.com/
https://www.pilz.com/en-DE/search#currentPage=1&SEARCH=1004806&search_connector=and
https://www.pilz.com/en-DE/search#currentPage=1&SEARCH=1005480&search_connector=and


Used hardware and software 
 

Application Note PITreader S with OPC UA and TIA Portal 
1007413_EN_02  │ 6/29 

 

2 Used hardware and software 

2.1 Pilz products 

No. Description Order number Version Number 
1 PITreader S card unit 402321 02.03.01 1 
2 PITreader key ye g (Generic transponder key) 402260 - - 
3 PITreader card ye g (Generic transponder card) 402330 - - 
4     

 

 
2.2 Third-party products 

No. Description Order number Version Number 
1 Siemens S7-1500 CPU 1517TF-3 PN/DP 6ES7 517-

3UP00-0AB0 
3.1.5 1 

2 TIA Portal - V21 - 
3     
4     

 

 
2.3 Structure of the application (schematic) 

 
Figure 1: Application – Structure of the hardware (schematic) 
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3 Preface 

This Application Note uses the TIA Portal V21 development environment to describe the commissioning 
of the PITreader via an OPC UA connection. Communication via OPC UA is based on a Client-Server 
model. This means that data is always exchanged between OPC UA-enabled OPC Servers and OPC 
Clients. 
 
The basic step-by-step procedure for a successful basic configuration is shown here, mostly in pictures. 
 

 

 

NOTICE 
 

This document only describes the procedure for using  
the PITreader with item number 402321 and does not represent technical documentation  
for general use of the software "TIA Portal V21" and other functions from  
Siemens. 
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4 TIA Portal and required functions 

4.1 Basic information 

The TIA Portal from Siemens is an integrated engineering platform for the development, configuration 
and commissioning of industrial automation systems. By combining control, visualisation and drive 
technology in a uniform software environment, the TIA Portal enables consistent, efficient and error-
reduced engineering. Integrated diagnostic and simulation tools also support virtual commissioning and 
increase transparency over the entire lifecycle of the plant. 
 

 

 

CAUTION! 
 

The TIA Portal V20 cannot be used for OPC UA connection to a PITreader. Errors occur in 
TIA Portal V20 when encrypting and decrypting OPC device certificates. 
 

 
4.2 TIA Portal OPC UA Client 

The integrated OPC UA Client interface enables automation devices to retrieve standardised, 
manufacturer-independent data from external servers via the OPC UA protocol and integrate it into 
control programs. It supports safe, semantically structured communication and allows access to 
variables, methods and information models from other systems. 
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5 PITreader 

The term "PITreader" includes all RFID authentication systems from PILZ GmbH & Co. KG on which 
authentication is via a transponder.  
The following can be used as transponders, for example: 
‒ Keys 
‒ Cards 
‒ Stickers 

 
The PITreader OPC UA Server is designed for data exchange between a PITreader and an OPC UA Client. 
This may be visualisation or configuration data, for example. A maximum of one Client connection at a 
time can be established to a PITreader's OPC UA Server. The OPC UA Client may be the OPC UA Client 
of the visualisation system PASvisu, for example, or an OPC UA-enabled Client from a third-party 
manufacturer. 
 

5.1 Changing the configuration of the PITreader OPC UA Server 

Configuration changes for the PITreader OPC UA Server can be made in the PITreader's web application. 
The PITreader must be restarted after each configuration change for the changes to take effect.  
The configuration of the PITreader OPC UA Server can be saved and restored as part of the device 
configuration in the PITreader's web application. 
 

5.2 Activating the OPC UA Server 

The PITreader OPC UA Server is deactivated in its default setting or following a factory reset. The OPC 
UA Server can be activated in the PITreader's web application. Both a Server and a Client certificate are 
required to activate the OPC UA Server. 
 
 To access the PITreader, the PC's IP address must be in the same subnet as the IP address of the 

PITreader. 
Default setting PITreader: 

IP address: 192.168.0.12 
Subnet mask: 255.255.255.0 

Default credentials: 
User name: admin 
Password: Serial number of the PITreader (on the bottom of the device). 

 

 

INFORMATION 
 

When the network settings have been changed, the PITreader restarts and is then 
accessible under the new IP address. 
 

 
5.2.1 Procedure 

1. Start the web browser and enter the IP address of the PITreader. 
2. Login and change the default password in order to make changes to the PITreader 

configuration. 
3. In the web application, switch to "Configuration -> OPC UA Server". 
4. Server certificate 

Preferably, you can generate a new Server certificate via the "Generate new certificate" button. 
Or, on the configuration PC, you can use the "Browse" button to select the file containing your 
own Server certificate and click on "Upload”. 
 
Requirements of the Server certificate: 
 See illustration below. 
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Figure 2: PITreader OPC UA new Server certificate 

 
5. Client certificate: 

On the configuration PC, use the "Browse" button to select the file containing the Client 
certificate and click on "Upload”. 
 
The client certificate must meet the following requirements: 
 See illustration below 

 
Figure 3: PITreader Uploading the OPC UA Client certificate 

 
6. Activate the PITreader OPC UA Server by first selecting "Activated" and then clicking on "Save" 

(Figure 4 red square). 
 

 

 

INFORMATION 
 

The PITreader OPC UA Server  
can only be activated if a Server certificate has been generated or uploaded, the Client 
certificate has been uploaded and the certificates have been accepted.  
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Figure 4: Activating the OPC UA Server 
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6 Establish connection 

6.1 Activate OPC UA Client 

In order to use the Siemens S7-1500 as an OPC UA Client, it must be activated. To do this, proceed as 
follows: 

1. Open the TIA Portal and the project in which the OPC UA Client is to be configured. 
2. Add your controller in the "Device configuration" tab. 
3. In the device configuration, click on your configured controller (Figure 5 red square). 
4. Then click on the "Properties" tab (Figure 5 yellow square). 
5. Navigate to General -> OPC UA -> Client -> General. 
6. Activate the OPC UA Client by selecting "Activate OPC UA Client" (Figure 5 blue square). 

 

 
Figure 5: Activating the OPC UA Client 

  



Establish connection 
 

Application Note PITreader S with OPC UA and TIA Portal 
1007413_EN_02  │ 13/29 

 

6.2 Protect project 

In order to gain access to security functions such as the certificate manager in the TIA Portal, the project 
must be protected. To do this, proceed as follows: 

1. In the project navigation, navigate to Devices -> Security settings -> Settings (Figure 6 red 
square). 

2. In the window that opens, click on "Project protection" (Figure 6 yellow square). 
3. Click on "Protect this project" (Figure 6 blue square). 

 
Figure 6: Protect project in the TIA Portal 

 
4. In the window that now opens, enter a user name and password and, if desired, a comment. 
5. Confirm by clicking "OK". 
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6.3 Select licence 

In order to use the functionality of the integrated OPC UA Client, the corresponding licence must be 
activated in the TIA Portal. Proceed as follows: 

1. In the device configuration, click on your configured controller (Figure 7 red square). 
2. Then click on the "Properties" tab (Figure 7 yellow square). 
3. Navigate to General -> Runtime licences -> OPC UA. 
4. Activate the required licence by selecting the licence displayed under "Type of licence required" 

in the "Type of licence purchased" drop-down list (Figure 7 blue square). 

 
Figure 7: Activating licences in the TIA Portal 
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6.4 OPC UA Client certificate 

In order to establish an OPC UA connection with the PITreader, the PITreader requires the Client 
certificate of the Siemens S7-1500. Proceed as follows: 

1. In the device configuration, click on your configured controller (Figure 8 red square). 
2. Then click on the "Properties" tab (Figure 8 yellow square). 
3. Navigate to General -> Protection & security -> Certificate manager -> Certificate management 

with TIA Portal. 
4. Activate "Use global security settings for the certificate manager" (Figure 8 blue square). 
5. Click on "<Add new>" (Figure 8 green square). 

 
Figure 8: Create OPC UA Client certificate (1) 

 
6. In the window that now opens, click on "Create" (Figure 9 red square). 

 
Figure 9: Create OPC UA Client certificate (2) 

 
7. Set the parameters for the relevant OPC UA Client certificate in accordance with the 

parameters in Figure 10. If necessary, adjust the IP addresses (red square) and then confirm 
with "OK" (yellow square). 
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Figure 10: Create OPC UA Client certificate (3) 

 
8. The newly created certificate is now added to the list of device certificates 
9. Right-click on the created certificate and press "Export certificate" (Figure 11 red square) and 

save the certificate file. 

 
Figure 11: Export OPC UA Client certificate 

 
10. Upload the Client certificate in the web application of the PITreader, in accordance with 

Chapter 5.2 Activating the OPC UA Server.  
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6.5 Create and configure OPC UA Client interface 

The next step is to create a new OPC UA Client interface. Follow the instructions below: 
1. In the project navigation, navigate to Devices -> OPC UA communication -> Client interfaces 

and double-click on "Add new Client interface" (Figure 12 red square). 
2. Open the newly created Client interface and click on the "Properties" tab (Figure 12 yellow 

square). 
3. Navigate to Configuration -> Connection parameters (Figure 12 blue square). 
4. Enter the IP address and port number of the OPC UA Server (Figure 12 green square). These can 

be found in the PITreader's web application (Figure 4). 

 
Figure 12: Create and configure OPC UA Client interface (1) 
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5. Navigate to Configuration -> Security (Figure 13 red square). 
6. Select the parameters as shown in the illustration (Figure 13 yellow square). Under "Client 

certificate", select the certificate generated in Chapter 6.4 OPC UA Client certificate. 

 
Figure 13: Create and configure OPC UA Client interface (2) 
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6.6 Import OPC UA Server interface 

In order to import the OPC UA Server interface, you can connect online to the PITreader. Follow the 
instructions below: 

1. Under "Source", select "Online[]" (Figure 14 red square). 
2. Click on "Online access" (Figure 14 yellow square). 

 
Figure 14: Import OPC UA Server interface 
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3. In the window that opens, enter the OPC Server address "opc.tcp://[IP address of the 
PITreader]" under "OPC UA Server address" (Figure 15 red square). 

4. Click on "Find selected Server" (Figure 15 yellow square). 
5. Once the OPC UA Server has been found, select the remaining settings as shown in the 

illustration (Figure 15 blue square). Under "Certificate (Client)", select the certificate generated 
in Chapter 6.4 OPC UA Client certificate. 

6. Click on "Connect" (Figure 15 green square). 

 
Figure 15: Connection to the OPC UA Server 
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7. In the window that opens, click on "Yes" to trust the PITreader's certificate (Figure 16 red 
square). 

 
Figure 16: Certificate of the PITreader 

 
8. Once the PITreader certificate has been accepted and a connection has been successfully 

established, all variables available from the PITreader will be displayed in the OPC UA Server 
interface (Figure 17). 

 
Figure 17: Available variables on the PITreader 
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6.7 Assignment of the available variables 

In order to read or write the available variables, they must be made available in the TIA Portal. Proceed 
as follows: 

1. Create a new read list and a new write list in the TIA Portal by double-clicking on "Add new read 
list" and "Add new write list" (Figure 18 red square). 

2. Variables with read access can be added to the read list you created. Variables with read and 
write access can be added to both the read and write list (Figure 18 yellow square). The 
variables are added to the read and write list via drag & drop. 

 
Figure 18: Creating a read and write list in the TIA Portal 
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3. In the project navigation, navigate to Devices -> Program blocks -> [Name of the Client 
interface]_Data [DBx] (Figure 19 red square). 

4. Open [Name of Client interface]_Write / Read -> Variable and check whether the variables that 
have been added to the read and write list are available (Figure 19 yellow square). 

 
Figure 19: Data block with variables in the read and write list 
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6.8 Implementation of the OPC UA Client functionalities 

To implement the OPC UA Client functionalities, there are corresponding function blocks in the 
TIA Portal. Open a function block and click on "Instructions" (Figure 20 red square). Under 
Communication -> OPC UA -> OPC UA Client you will find all the function blocks required for 
the functionalities of the OPC UA Client (Figure 20 yellow square). 

 
Figure 20: Function blocks for the OPC UA Client functionalities 
 
Please refer to the documentation for implementation of the OPC UA Client functionalities from 
Siemens. 
 
Support Page - Siemens SiePortal 
Enter the following ID in the search: 109762770 
 
Here you will find sample projects with an S7 user block for the OPC UA Client of a SIMATIC S7-1500, as 
well as the documentation associated with the application example. 
 
  

https://sieportal.siemens.com/en-ww/support
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6.9 Access to the variables on the PITreader 

After you have inserted the user block for the OPC UA Client, you can now test whether you can read 
and write the available variables on the PITreader. 
 

6.9.1 Read variables 

To check that the variables are read correctly, proceed as follows: 
1. Open the data block in which the read list's variables are available (Figure 19). 
2. Click on "Watch all" to display the variables' current values (Figure 21 red square). 
3. The variables "SerialNumber" and "OrderNumber" display the value "WSTRING#'000000000'" 

or"WSTRING#'0'" (Figure 21 yellow square), as there is currently no transponder held up to the 
PITreader's reader unit. 

 
Figure 21: Watch mode with no PITreader transponder present 

 
  



Establish connection 
 

Application Note PITreader S with OPC UA and TIA Portal 
1007413_EN_02  │ 26/29 

 

 
4. Now hold a transponder to the PITreader's reader unit 
5. If the values of the variables "SerialNumber" and "OrderNumber" change and the correct serial 

number and order number are displayed for the transponder, there will be read access to the 
variables provided by the PITreader (Figure 22 red square). 

 
Figure 22: Watch mode with PITreader transponder present 
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6.9.2 Write variables 

To check that the variables are written correctly, proceed as follows: 
1. Open the data block in which the read list's variables are available (Figure 19). 
2. Click on "Watch all" to display the variables' current values (Figure 23 red square). 
3. Control the values of the variables "Activated", "FlashMode" and "Colour" as shown in the 

illustration (Figure 23 yellow square). 

 
Figure 23: Control the variables on the write list 

 
4. If the integrated LED on the PITreader now flashes red, write access was successful. 
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