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Validity of Application Note

This present Application Note is valid until a new version of the document is published.

This and other Application Notes can be downloaded in the latest version and for free from
www.pilz.com. For a simple search, use our content document (1002400) or the direct search
function in the download area.

The Pilz newsletter is free of charge and keeps you up-to-date on all the latest issues and trends in
safe automation.

Exclusion of Liability

We have taken great care in compiling our application note. It contains information about our
company and our products. All statements are made in accordance with the current status of
technology and to the best of our knowledge and belief.

While every effort has been made to ensure the information provided is accurate, we cannot accept
liability for the accuracy and entirety of the information provided, except in the case of gross
negligence. In particular, all information on applicable standards, safety-related classifications and
time characteristics should be viewed as provisional. In particular it should be noted that statements
do not have the legal quality of assurances or assured properties.

We are grateful for any feedback on the contents.

March 2022

All rights to this publication are reserved by Pilz GmbH & Co. KG.

We reserve the right to amend specifications without prior notice. Copies may be made for the user’s
internal purposes.

The names of products, goods and technologies used in this manual are trademarks of the
respective companies. Please note the current information about the products, their licenses and
registered trademarks in the documents listed in Chapter 1 Useful documentation [LJ 6.

Industrial Security

To secure plants, systems, machines and networks against cyberthreats it is necessary to implement
(and continuously maintain) an overall Industrial Security concept that is state of the art.

Perform a risk assessment in accordance with VDI/VDE 2182 or IEC 62443-3-2 and plan the security
measures with care. If necessary, seek advice from Pilz Customer Support.
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Abbreviations

Abbreviations

Abbreviation / term

Description

Source

AN

Application Note

www.pilz.com > AN content (1002400)

PNOZ Pilz E-STOP positive-guided www.pilz.com > PNOZ
(DE: Pilz NOT-AUS-Zwangsgefiihrt)
N Programmable control system www.pilz.com > PSS
(DE: Programmierbares SteuerungsSystem)
PSS u2 PSSuniversal, 2" generation www.pilz.com > PSS u2
POU Program Organisation Unit
TIA Totally Integrated Automation (SIMATIC)
TCI Tool Calling Interface (SIMATIC)
PN PROFINET, Process Field Network en.wikipedia.org > PROFINET
PROFlenergy Technology from PROFINET en.wikipedia.org > PROFlenergy
PROFlsafe Technology from PROFINET www.profibus.com > PROFIsafe
PROFINET IRT Technology from PROFINET: Isochronous Real Time
FDI Failsafe Digital Intput
FDO Failsafe Digital Output (single pole)
FDIO Failsafe Digital Intput Output (single pole)
FDOTP Failsafe Digital Output (with) Two Poles
(also: failsafe digital dual-pole output)
SDO Standard Digital Output (single pole)
Hiz High-lmpedance
NC Normally Closed
NO Normally Open
ocC Open Circuit

Information that is particularly important is identified as follows:

Definition of symbols

CAUTION!

This refers to a hazard that can lead to a less serious or minor injury plus material
damage, and also provides information on preventive measures that can be taken.

NOTICE

This describes a situation in which the product or devices could be damaged and also
provides information on preventive measures that can be taken.
It also highlights areas within the text that are of particular importance.

INFORMATION

This gives advice on applications and provides information on special features.
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Useful documentation

1 Useful documentation

Reading the documentation listed below is necessary for understanding this Application Note.
The availability of the software used and its safe handling are also presupposed for the user.

1.1 Documentation from Pilz GmbH & Co. KG

No. | Description Item No. /Download
1 Pilz international homepage, download section www.pilz.com > Support > Downloads
2 Software PASconfig, Online help and readme file Products and Industries > Controllers >
Pilz international Webportal > Products and Industries > Controllers Overview I/O systems
> |/O systems
www.pilz.com > Download PASconfig
or the device under section ‘Software’ 4R000001 (Order number device)
www.pilz.com > Download 4R000001
3 System Description PSSuniversal 2 Not yet available.
4 Installation manual PSSuniversal 2 1004152-EN-xx
www.pilz.com > Download 1004152
5 Operation manual PDP67 PN 6FDI 6FDIO 2FDOTP2A 1005181-EN-xx
www.pilz.com > Download 1005181
Product modification PDP67 PN 6FDI 6FDIO 2FDOTP2A Not yet available.
Hardware version 01
GSD file under section ‘Device description file’ 4R000001 (Order number device)
www.pilz.com > Download 4R000001
6 Application Note ‘PSSu 312043 Profinet with Simatic S7’ 1001907-EN-xx
Document for PSSu system (1t Generation) with SIMATIC STEP 7 Classic www.pilz.com > Download 1001907
7 Application Note ‘PSS u2 Profinet S7 TIA' 1004479-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN www.pilz.com > Download 1004479
8 Application Note ‘PSS u2 328062 Profinet with Simatic S7° 1005258-EN-xx
Document for PSS u2 system with head module PSS u2 PO F/S PN2 www.pilz.com > Download 1005258
Note

Please refer to
- the file Readme belonging to the software version under number ‘2" and

- the updated document Product modification under number ‘5.

1.2 Documentation from other sources of information
No. | Description Item No. / Download
1 Pl Portal (PROFIBUS and PROFINET International) https://www.profibus.com/
2 Siemens Homepage, Safety integrated new.siemens.com > Safety Integrated
3 Siemens Homepage, SCE Training Curriculums (TIA) new.siemens.com > MCMS/SCE
4 SIMATIC Industrial Software 54110126; 04/2021

SIMATIC Safety - Configuring and Programming
Programming and Operating Manual

support.industry.siemens.com >
54110126

Application example
Emergency stop up to SIL 3 / PL e with a failsafe S7-1500 controller

21064024, 05/2017
support.industry.siemens.com >
21064024

Application example
Monitoring the feedback circuit in the safety program

21331098, 08/2019

support.industry.siemens.com >
21331098

Siemens Homepage, PROFINET network analyzer PRONETA

https://www.siemens.com/proneta
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Used hardware and software

2 Used hardware and software

2.1 Pilz products

No. | Descriptions Order number | Version Number

1 Product type: PDP67 PN 6FDI 6FDIO 2FDOTP 4R000001 01 1
Hardware Decentralised field device
Failsafe and standard, IP67, PROFINET 10 DEVICE with PROFlsafe,
Conformance Class C (CC-C), PROFlenergy, IRT/RT, data set I&M 0
and 1-4, digital inputs and outputs, integrated webserver

2 Product type: uSD Memory Card 512MB M12A 4R000002 -— (1
Hardware Memory card (nickel-plated brass casing) optional
Accessory, microSD, industrial version

3 Product type: Cable/FC/M12-55MX/M12-5SFX/A/003/0Q34/BK C1000016 - (N)
Hardware field connection cable (assembled) depending on
M12 plug to M12 socket, 5-pin, A-coded, PUR black, drag chain sensor or
compatible, IOL-S compatible, 5x 0.34 mm? 3 m actuator

4 Product type: Cable/FC/XXX-XXXX/M12-5SFX/A/003/0Q34/BK C1000039 - (N)
Hardware field connection cable (assembled) depending on
Open cable end to M12 socket, 5-pin, A-coded, PUR black, drag sensor or
chain compatible, IOL-S compatible, 5x 0.34 mm? 3 m actuator

5 Product type: RJ45 Connector 380401 -— 2
Hardware Ethernet-Plug for PU cable
Male RJ45, 8-pin, straight, in accordance with the standard IEC to PC
60603-7-1, Cat.6a

6 Product type: SafetyNET p Kabel 380000 -— 1 (x1 meter)
Hardware Ethernet-Kabel (sold by the meter) for PU cable
Cat5e (100mBit/s), PUR, Gelb RAL1003, 2x2x0,35 to PC

7 Product type: Cable/PN/M12-4SMX/M12-4SMX/D/003/Q324/GN C1000006 - )
Hardware Ethernet cable (assembled) for IP67
M12 plug to M12 plug, 4-pin, PUR shielded green (Profinet), Cat5e, wiring
drag chain compatible, 3 m

8 Product type: Cable/PN/RJ45-45SM/M12-4SMX/D/003/Q324/GN C1000001 - )
Hardware Ethernet cable (assembled) for IP20
RJ45 plug to M12 plug, 4-pin, PUR shielded green (Profinet), Cat5e, connection
drag chain compatible, 3 m

9 Product type: Cable/PW/M12-5SMX/M12-55FX/L/0,5/1Q50/BK C1000011 - )
Hardware power supply cable (assembled) for IP67
M12 plug to M12 socket, 5-pin, L-coded, PUR black, drag chain wiring
compatible, 5x 1.5 mm? 3 m

10 | Product type: Cable/PW/M12-5SFX/XXX-5XXX/L/003/1Q50/BK C1000027 - )
Hardware power supply cable (assembled) for IP20
M12 socket to open cable end, 5-pin, L-coded, PUR black, drag connection
chain compatible, 5x 1.5 mm?, 3 m

11 | Product type: PASconfig -— -—
System software for decentralised fieldbus devices

12 | Product type: Acc/MA/label plates/IP67 C1000033 -— [©)]
Accessories Plastic labelling plates, PU 10 pieces optional

13 | Product type: Caps for IP67 moduls 328324 -- O]
Accessories End caps for M12 ports, A- and D-coded, IP67, black, optional
PU 4 pieces

14 | Product type: Acc/MA/caps L-coded/M12 328328 -— (1)
Accessories, End caps for M12 ports, L-coded, IP67, grey, PU 2 optional
pieces

Notes:

- An overview of available accessories can be found in the operating manual of the instrument

under the chapter Order reference (www.pilz.com > Download OM document no. 1005181).

- Here are already extensive accessories for IP65/67/68 from the PDP67 and PSS67 assortment

in Pilz eshop: O.No. 3802xx , O.No. 3803xx, O.No. 3807xx , O.No. 6302xx , O.No. 6303xx .
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Used hardware and software

2.2 Third-party products

No. | Descriptions Order number | Version Number

1 Product type: PS 60W 120/230VAC/DC 6ES7 507- V1.0 1
Hardware Power Supply ORAO00-0ABO

2 Product type: CPU 1518F-4 PN/DP 6ES7518- V2.6 1
Hardware PLC 4FP00-0ABO

3 Product type: DI 32xDC 24V HF 6ES7521- V1.0 1
Hardware Digital input module SM 521 1BLOO-0ABO

4 Product type: DQ 32xDC 24V/0,5A ST 6ES7522- V2.0 1
Hardware Digital output module SM 522 1BLO0-0AAQ

5 Product type: Front connector, Screw-type technology, 40-pole 6ES7592- -— 2
Accessories for Periphery Modules 1AM00-0XBO

6 Product type: SIMATIC STEP 7 Professional -- V15.1 --
Software

7 Product type: SIMATIC STEP 7 Safety -- V15.1 --
Software

8 Product type: PRONETA Basic - V3.05 -
Software
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Used hardware and software

2.3 Structure of the application (schematic)
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Figure 1: Application — Structure of the hardware (schematic)
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Preface

3 Preface

This Application Note basically describes the commissioning of a PDP67 Remote |/O devices system
on a current SIMATIC F-CPU, using the automation software TIA Portal.

Both devices communicate with each other via PROFINET/PROFlsafe.

In this case, the user program of the F-CPU controls the failsafe input and output modules of the
PDP67 electronic modules for the safety functions.

The essential procedure for a successful basic configuration is shown step-by-step, usually with
screenshots.

NOTICE

A detailed explanation of safety functions used in the failsafe application and its
evaluation regarding functional safety are not a part of this document.

This document only describes the procedure for use of the Remote I/0O-device
PDP67 with the order number 4R000001 and is not intended as a technical
documentation for general use of the SIMATIC STEP 7 Professional for
Siemens TIA Portal.

The Pilz device will only be supported from PASconfig version V5.1.0.
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Technical notes about the Pilz PDP67 device

4 Technical notes about the Pilz PDP67 device

A PDP67 device is a decentralised fieldbus device with PROFINET interface with PROFlIsafe.

The PASconfig system software is available for Pilz decentralized field devices.
This tool provides support as you select, configure and commission components.
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A PDP67 device consists of:

‘
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0 }

X08

the upper area of the digital input/output modules for
failsafe and standard applications with:
- the I/O ports (M12, A-coding) for:

Failsafe inputs (FDI: X01...X06)

Failsafe outputs, single-pole (FDO: X02, X04, X06)
Failsafe outputs, two-poles (FDOTP: X07, X08)
Standard outputs, single-pole (SDO: X01...X06)

- the status LEDs for the I/O signals
- the assembly stations for the Labelling strips

- There are several special features:

The electrical pin assignment is AIDA compliant.

All inputs and outputs can be activated / deactivated
and configured singly (bit by bit).

A pulse stretching can be set for inputs and a switch-
off delay for outputs, the default values are ‘0" in
each case.

The FDIO ports X02, X04, X06 can be configured port
by port as Failsafe Digital Inputs (FDI) or single pole
Failsafe Digital Outputs (FDO).

The ports X01...X06 can each be configured as single-
pole standard digital outputs (SDO); in which case
the failsafe functions are limited.

A wms

m (v . I

B SD & Reset

[ | - @ the device area with:

m 1 8 - the reset button, Port Reset

m X2 $ - the memory interface, port X20

B RUN £ - the status LEDs for the device

B DIAG £5 X20 ) - the installation place for the Label strips (Equipment ID)
B S0 53

L @

the fieldbus connection on ports X21/X22 with:
- the Ethernet ports (M12, D-coding, ETHO/ETH1)

- the status LEDs for X27 and X22 in the device area

the power supply on ports X37/X32 with:

- the supply port (M12, L-coding, 16A, male)

- the distribution port (M12, L-coding, 16A, female)
- the PWR status LED in the device area

~ the connection for the functional earth /&

PWR ¥31 A X392 PWR
e D
w ¢ &

IN ouT

Figure 2: PDP67 — Modular structure of the PDP67 device
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Application description

5 Application description

The aim is to show how a basic PROFINET/PROFIsafe communication and Siemens S7-1500 PLC can
be built up to form a remote 1/O device PDP67.

For this fieldbus communication, the standard default parameters from the TIA portal are used.
Only the parameters for the addressing of the devices are adjusted.

The detailed hardware configuration for the S7-CPU is not part of this Application Note.
Detailed information on this subject can be found in the manual or online help for the TIA Portal.
- see Chapter 1.2 Documentation from other sources of information [ 6]

6 Hardware configuration

6.1 Used hardware

6.1.1 Pilz devices

The used Pilz modules are listed in the table of the following link:
- Chapter 2.1 Pilz products [EJ 7]
The relevant important documents are named and linked here:
- Chapter 1.1 Documentation from Pilz GmbH & Co. KG [d 6]
= PLC1
v g pdpbipn
w & PDPG&7 PN BFDI BFDIO 2ZFDOTP
= X01:2FDI
© X02:2FDIO
i X03:2FDI
= X0:2FDIO
= X05:2FDI
£ X0B:2FDIO
= XO7:FDOTP
: K0&:FDOTR

(%)
(%)
(&)

X06

il
n o

X08

(=]
=

X0
o iy
il ]

m PWR FDPE?
W =D Rpmte
21
2
RUN
DIAG F= -
m S0 M’.‘
f"-':. %21 22 lf
R 2 PN
Je
& @
T
Soverone: [l o

PHR

o 100 g
n g

| es  ge o
® 0 0 ¢

Figure 3: PDP67 — Hardware » Overview of used modules

| 1Oy |
¥ 0B
[
¥31 & X3
.

o7

o

6.1.2 Siemens devices

The used SIMATIC devices are listed in the table of the following link:

- Chapter 2.2 Third-party products [ 8]

The relevant important documents are named and linked here:

- Chapter 1.2 Documentation from other sources of information [EJ 6]

Application Note PDP67 1/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal
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Hardware configuration

6.2 Basic properties of the PDP67 device

6.2.1 Variable I/0 address assignment

The following examples show the main configuration options of the PDP67 device, the first being the
preconfigured default setting. The I/O functions can be parameterized port by port but can also be
activated or deactivated and modified singly bit by bit.

Configuration example 1: = 0 ceeeeeeen
Configuration example2: 6 F5-DI —oeeeeeee

Configuration example 3 : 6 ST-DO
Configuration example 4 : 6 ST-DO
Configuration example 5 : 12 ST-DO
Configuration example 6 : 4 ST-DO
Configuration example 7 : 1ST-DO

*) The examples 1...6 are each maximum constellations with different signal types, the last one a possible minimum configuration with one signal per type.

Important note:

The effects of the device configuration in the PASconfig tool on the real existence of the

I/0 addresses at the I/0 ports, which are listed below in the tables, is shown with an example in
Chapter 9.3 Display of the actual mapping of the I/O addresses to the I/O ports [Ld 44 ff],

the special feature in the examples 4 & 5 with 2 FDI and 2 SDO signals per FDI(O) port under
Figure 81: PDP67 — Wiring » Pin assignment X01...X08 (M12, female, A coded) [Ed 55].

6.2.2 PDP67 failsafe and standard 1/O process image

The I/O address ranges consist of:
(see also Chapter 8.2.2 Adding the I/O containers of the PDP67 device [ 28])
- 10/11 Input bytes with:

- 6/7/8/9 Output bytes with:

e 2 bytes standard output data (optional, ST container, slot 10)

The FS process image of the PDP67 device consists of:
- 6 bytes for the failsafe inputs and
- 2 bytes for the failsafe outputs.

Signal type Byte.Bit : Port.Signal(Socket:Pin) Byte.Bit : Port.Signal(Socket:Pins)

FDI 0.0 : P01.I0(X01:4) -
___________________ 0.1 : P01.I1(X01:2)
: P03.I0(X03:4)
: P03.I1(X03:2)
: P05.I0(X05:4)
: P05.I1(X05:2)
/ 0.7 : not used (value =0)

O O O oo

: P02.I0(X02:4) -
: P02.I1(X02:2)
: P0O4.I0(X04:4)
: P04.I1(X04:2)
: P06.I0(X06:4)
: P06.I1(X06:2)
/ 1.7 : not used (value =0)

[y

NIR R R R R

Valid of FDI

: Valid bit of P01.I0(X01:4) -
: Valid bit of P01.I1(X01:2)
: Valid bit of P03.I0(X03:4)
: Valid bit of P03.I1(X03:2)
: Valid bit of P05.I0(X05:4)
: Valid bit of P05.I1(X05:2)
/ 2.7 : not used (value =0)

N

o U WINEFE OOUBSWDMNDREROO UGBS WNDNDR

N NdMNNMNNDN
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Hardware configuration

Signal type Byte.Bit : Port.Signal(Socket:Pin) Byte.Bit : Port.Signal(Socket:Pins)
Valid of FDI 3.0 : Valid bit of P02.I0(X02:4) -
___________________ 3.1 : Valid bit of P02.I1(X02:2)
- 3.2 : Valid bit of P04.I0(X04:4)
3.3 : Valid bit of P04.I1(X04:2)
3.4 : Valid bit of P06.I0(X06:4)
3.5 : Valid bit of P06.I1(X06:2)
3.6 / 3.7 : not used (value =0)
Valid of FDOTP 4.0 : Valid bit of P07.00(X07:3,4) 0.0 : P07.00(xX07:3,4)
OC of FDOTP 4.1 : Valid bit of P08.00(X08:3,4) 0.1 : P08.00(xX08:3,4)
___________________ 4.2 : Open circuit at P07.00(X07:3,4)
FDOTP 4.3 : Open circuit at P08.00(X08:3,4)
4.4 / 4.5/ 4.6 / 4.7 : 0.2 /0.3/0.4/0.5/0.6/0.7
not used (value =0) not used (value =0)
Valid of FDO 5.0 : Valid bit of P02.00(X02:4) 1.0 : P02.00(xX02:4)
___________________ 5.1 : Valid bit of P02.01(X02:2) 1.1 : P02.01(X02:2)
FDO 5.2 : Valid bit of P04.00(X04:4) 1.2 : P04.00(xX04:4)
5.3 : Valid bit of P04.01(X04:2) 1.3 : P04.01(xX04:2)
5.4 : Valid bit of P06.00(X06:4) 1.4 : P06.00(X06:4)
5.5 : Valid bit of P06.01(X06:2) 1.5 : P06.01(X06:2)
5.6 / 5.7 : not used (value =0) 1.6 / 1.7 : not used (value =0)

Abbreviations:
— "Valid bit of ...": Status information for the evaluation of the validity of the assigned process data
— "Open circuit at ...":  Status information for the evaluation of the open-circuit detection of the assigned output
The ST process image of the PDP67 device consists of:
- 2 bytes for the standard outputs.

Signal type Byte.Bit : Port.Signal(Socket:Pin) Byte.Bit : Port.Signal(Socket:Pin)
- -- 0.0 : P01.00(X01:1)
___________________ 0.1 : P01.01(X01:5)
SDO 0.2 : P03.00(X03:1)
0.3 : P03.01(X03:5)
0.4 : P05.00(X05:1)
0.5 : P05.01(X05:5)
0.6 / 0.7 : not used (value =0)
- - 1.0 : P02.00(X02:1)
___________________ 1.1 : P02.01(X02:5)
SDO 1.2 : P04.00(X04:1)
1.3 : P04.01(X04:5)
1.4 : P06.00(X06:1)
1.5 : P06.01(X06:5)
1.6 / 1.7 : not used (value =0)
INFO
The PDP67 device has I/0 modules with different address requirements for:
ST container for standard process data on slot 10 (preset)
Module Rack Slot ||address | address
Container for ST output process data_1 o 10 11..12
FS container for PROFIsafe process data with channel-granular passivation according
to PROFIsafe specification version 2.6 on slot 11 (preset)
Iodule Rack  Slot |laddress |Q address
Container for PROFIsafe process data with channelgranular passivation_1 0 11 4.14 4..10
FS container for PROFIsafe process data with modular-granular passivation according
to PROFIsafe specification version 2.4 on slot 11 (optional)
Module Rack Slot |laddresz ) address
Container for PROFIsafe process data with modular-granular passivation_1 0 11 4.3 4.9

Application Note PDP67 1/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal
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7 Configuration of Siemens S7 F-CPU

7.1 Creation of new TIA project

First you start the software TIA Portal and create a new project:

JA Siemens

Project |Edit  View Insert Online Options

3

Open... Cerl+0

Figure 4: TIA — Create a new project (Part 1, Start)

Create a new project %

Project name: | AN_PDP67_FDIO_Profinet_S7_Project_MGP |

Path: |C:'.User5'. LA |l'.Du:u:uments'ﬁ.utumatisierung|___|

Yersion: |‘~"’|5-JI |'|
Author: | " |
Comment: i
L

l Create D{H Cancel

|
Figure 5: TIA — Create a new project (Part 2, Creation)

DA Siemens - C:\Usersii-il NDocuments\Automatisierung\AN_PDP67_FDIO_Profinet_S7_Project_MGMAN_PDP6/_FDIO_Profinet_S7_Project_MGP

Project Edit View Insert Online Options Tools Window Help

j 3 H Save project E }{ EE :5 x A e Lﬂ m E, )r Go anline ;@' Go offline ﬁgh? E m _X‘ :I _U arch in project

Devices

¥ 7 AN_PDP67_FDIO_Profinet_S7_Project_MGP
ﬁ Add new device
EEH Devices & networks

Figure 6: TIA — Create a new project (Part 3, Finalization)
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Configuration of Siemens S7 F-CPU

1.2

Devices

Select and configure the S7 F-CPU

Selecting and configuring the S7 F-CPU:

Project tree

--\.l.r
=)

* | 7] AN_PDP&7_FDIO_Profinet_S7_Project_MGP

ﬁ"" Add new device

ﬁg-h Devices & networks

Figure 7: TIA — Add new device (Part 1, Start)

Add new device

Device name:

|PLC_?

Controllers

1

HII » ([l CPU 15184 PNIDP ODK

~ [ cru

v [ CPU 1511-1 P

v [ CFU 1511C-1 PN

v [ CPU 1512C-1 PN

v [ CFU 15131 P

v [l CPU 1515-2 P

v [l CPU 1516-3 PNIDP
» [l CPU 1517-3 PNIDP
v [l CFU 15184 PNIDP

v (Il CPU 15184 PNIDP MFP
v [ CFU 1511F-1 PN

v [l CPU 1513F-1 PN

v [ CFU 1515F-2 PN

» [l CPU 1516F-3 PNIDP

Device: bad
CPU 1518F-4 PNIDP

Article no.: | 6E57 518-4FPO0-DABO |

Version: |‘-."2.E |"|

Description: 1

Fail-safe CPU with display; work memory 6 MB
code and 20 MB data; safetyapplications and
upload; PROFIsafe W2; 1 ns bit instruction

tirme; 5-stage protection concept, technology

PC systems b F‘_[. CPU 1517F-3 PNIDP functions: mu:u_tiu:un control, c_Iu:used-h:u;up
- [mcru s1ar puoe contol couning & messurng g
[l 5E57 518-4FPO0-DABO performance upgrade PROFINETVZ.3, 2 ports,
» r*_[. CPU 1518F-4 PNIDF ODK I-device, MRF, MRPD, tra nsport prl:ltl:lccll TCPIP,
= , secure Open User Communication, 57
e r-E. A AR T i communication, Web server, DNS client, OPC
b g CPU 151171 PN UA: Server DA, Client DA, Methods, =
» [ CPU 151572 PN Companicn Specifications; const. bus cycle
e ) time, routing; 2nd interface: PROFINETIO,
e supports RT, I-device, transport protocol
» p_u CPU 1517T-3 PNIDP TCP{IP, secure Open User Communication, 57
» r:[. CPU 1511TF-1 PN communication, Web server, DNS client, OPC
= UA: Server DA, Client DA, Methods,
* L[ CPU1515TF-2 PN Companion Specifications; routing; 3rd
I—mmnn_' interface: Gigabit interface, PROFINET basic
|T| i services, transport protocol TCPIIP, secure
E Open device view r ok 1 | Cancel |
Figure 8: TIA — Add new device (Part 2, PLC 'CPU 1518F-4 PN/DP’)
Application Note PDP67 1/0 PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal
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Configuration of Siemens S7 F-CPU

Switch to “Device view” (if not previously selected) and select the device PLC_T:

AN_PDP67_FDIO_Profinet_S7_Project MGP » PLC_1[CPU 1518F-4 PN/IDP]

L3 |&F Topology view [ Network view ||—|]1‘ Device view L
g [P iicruisterariorl [v] & B Gt S | Device overview |
& ‘ Q’/\ I? ¥ .. | module Rack Slot | address | Q address | Type Article no. Firrware
i éﬁ‘ = 0 100
“k’\ ‘J\;" ’1:&! PS 60W 120i230VACIDC_1 o o PS 60W 120/230WAC/DC  6ES7 507-0RA00-0AB0D vio
& , 2 (P‘q] ¥ PLC1 o 1 CPU 1518F-4 PN/DP 6ES7 518-4FPO0-0ABD V2.6
& N ¥ PROFIMET interface_1 ] 1x1 PROFINET interface
Port_1 o 1X1P1 Port
o P 2 3 L Port_2 o 1X1P2 Fort
L ~ PROFIMET interface_2 o 1 %2 FROFINET interface
— n Port_1 o 1%2P1 Fort
» ¥ PROFINETinterface GBIT.2 0O 1%3 PROFINET interface GBIT
I Port_1 0 1%3P1 Part
DF interface_1 o 1 X4 DF interface
DI 32x24VDC HF_1 o 2 o DI 32x24VDC HF 6ES7 521-1ELO0-0ABD V1o
DQ 32x24VWDC0.5A5T_1 o 3 0.3 DQ 32x24VDCI0.5AST  6ES7 522-1BLO0D-0ABO V2.0
o 4
o &

Figure 9: TIA — Add new device (Part 3, Finalization)

Switch to “Fail-Safe” in the “General” tab.
Enable the »F-capability of the F-CPU« including selection of the “Access level for the PLC":

Left: General TIA setting under STEP 7 Safety

Right: Enable the ‘F capability of the F-CPU’

STEP 7 Safety

General

f

Enable F-activatian [}

w Enable F-activation

Activatesideactivates
the Fcapability of the F-
CPLU.

[+ Generate default fail-safe program

Fail-safe
F-activation

F-capability activated

| Disable F-activation

F-parameters

F-destination address range for PROFlsafe address type 1

Low limit for F-destination
addresses: |1 |

High limit for F-destination
addresses: |99 |

Central F-source address: | 1 |

Default F-monitoring time for
central F-i0: | 150 ms

Protection & Security
Access level

Select the access level for the PLC.

Access level Access ACCess permission
HMI | Read | Write | Fail-safe | Password
(@) Full access incl. failsafe (no protection}) + + v -
l'::l Full access (no protection} v v
(") Read access v v has to be entered
l'::l HMI access L4

l'::l No access (complete protection}

Full access incl. fail-safe (no protection):

TiA Portal users and HMI applications will have access to all standard and fail-safe functions.

Mo password is required.

Figure 10: TIA — PLC » Enabling F-capability and select access level
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Configuration of Siemens S7 F-CPU

7.3 Setting up the Ethernet adapter

Figure 11 schematically illustrates the wiring of the Ethernet connections:

Top » S7 X1 PIR & X1 P2R: 192.168.0.1 / 255.255.255.0 (MAC ADD1)

- SIMATIC S7-PLC with PROFINET interface (X7) with 2 ports (F-CPU 1518F-4 PN/DP)
- Connection to programming device with PG/PC interface (TIA Portal)

— Connection to remote I/O device PDP67 with PROFINET interface ETHO (X21)

Bottom / Left » PC-ETH-Adapter: 192.168.0.13 / 255.255.0.0

- Programming device with PG/PC interface (TIA Portal / PASconfig)
— Connection to SIMATIC S7-PLC with PROFINET interface (X7 P2R)
Bottom / Right » PDP67 X21: 192.168.0.2 / 255.255.255.0

- Remote I/O devcie PDP67 with PROFINET interface ETHO (X21)
— Connection to SIMATIC S7-PLC with PROFINET interface (X7 P1R)

CPU S7-1518F-4

X21

PGI/PC TIA Portal
PASconfig
Remote I/O System
PDP67

Figure 11: Application — Wiring of Ethernet connections (schematic)

Notes:
Observe the (partly different) technical properties of the individual PROFINET interfaces for the

SIMATIC CPUs (see SIMATIC CPU manual).

In TIA, you can first search and display the "Accessible devices ..." in the network in order to
change the configuration for the used F-CPU.

In this example, the default network address is used for the F-CPU.

The default IP address of the PDP67 fieldbus devices when delivered: 0.0.0.0 (:18080 / 0.0.0.0).
(applies only to the PROFINET version)

Application Note PDP67 1/0O PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal
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Online |{]ption5 Toocls Window Help

ﬁ Go online Ctrl+k
ﬁ Extended go online...

&Y Go offline Crl+hd
Simulation k

Stop runtimelsimulation

S

C
Ext
Do
C

vnload and reset PLC program
I

Il
[=1]
a

oad user prograrm to Memon

8, Snapshot ofthe actual values
ﬂ/ L
L

cad snapshots as actual values

oad start

v
I} Upload from device (software
Upload device as new station (hardware and software)...

Hardware detectian F
HKI Device maintenance k
ﬂnh? Accessible devices. . Ctri+U

8 startCPU Ctri+Shift+E
IR stop crU Ctrl+Shift+Q
[ Online & diagnostics Ctrl+D

Figure 12: TIA — Search for "Accessible devices ...” (Part 1, Start)

Accessible devices X

Type of the PGIPC interface:  |{_PNIE [~

PGIPCinterface: [ Intel(R) PROI1000 MT Desktop Adapter [~] ®©

Accessible nodes of the selected interface:

Device Device type Interface type Address MAC address

m plc_1.profinetinterface_1 CPU 1518F-4 PMIDP  PMIIE 192.168.0.1 28-63-36-80-02E€3
L
D Flash LED
Online status information: [] pisplay only errar messages

%2 Retrieving device information...

Scan and information retrieval completed.

g
5

Figure 13: TIA — List of “Accessible devices ...” (Part 2, Overview)

Application Note PDP67 I/O PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal

1005313_EN_01 PILZ | 19/58



Configuration of Siemens S7 F-CPU

Switch to “Device view” (if not previously selected) and select the device PLC_T.:

Open "Properties” window.

Switch to the section ‘'PROFINET Interface [X1]" in the “General” tab and check its settings:

PROFINET interface [X1]

General

Mame:

Ethemet addresses

| PROFINET-Schnittstelle_t

Interface networked with
Subnet:

IP protocol

PROFINET

PROFIMET device name:
Converted name:

Device number:

| PHIIE_1 [~]

() setIP address in the project

IPaddress: | 192 . 168 .0 .1 |

Subnet mask: | 255 . 255 . 255 .0 |
D Use router

() IP address is set directly at the device

[ ] PROFINET device name is set directly at the device

[+ Generate PROFINET device name automatically

|p||:_1.pr|:|ﬁr1et interface_1 |

|pIu::b1.prnﬁnet:ainterface:b103ﬁc |

o [-]

Figure 14: TIA — Properties of PLC-PROFINET interface [X1] » General

INFORMATION

Hence the Note:

The PDP67 device must be directly connected to the PC. Normally, there is a switch on a
PLC that automatically connects the network segments to each other.
The used F-CPU 1578F-4 PN/DP has several separate Ethernet controllers.

For your application, observe the specifications for commissioning, especially with
reference to IT security and here in particular the possible deactivation (through in-
correct configuration) of the separation of networks with different IP address ranges.
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Configuration of Siemens S7 F-CPU

(see also “Sync slave”, Figure 31 [ 27])

Only use the IRT function when it is really needed; the default setting is ‘Unsynchronized'.

To activate the IRT function, select the synchronization role “Sync master”
in the same section "PROFINET Interface[X1]" under “Real time Settings"”:

»

»

>

Real time settings

» |0 communication

Send clock: | 1.000 m5|v| | Domain settings |

>  Synchronization

Sync domain: |51.-n|:-D|:|mair1_1 | | Comain settings |

Synchronization role: BNl il :

RTclass: |RT,IRT |

Figure 15: TIA — Properties of PLC-PROFINET interface [X1] » Real time (IRT)

Application Note PDP67 I/O PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal

1005313_EN_01

PILZ | 21/58



Configuration of the PDP67 failsafe device

8 Configuration of the PDP67 failsafe device

8.1 Device description file GSDML of the PDP67 fieldbus device

8.1.1 Download of the GSDML file and the PASconfig tool

For the integration of the Pilz PROFINET input/output modules in the TIA tool, the installation of a
device description file (GSDML file) and the PASconfig tool for the configuration of PDP67 device are
necessary.

Download the latest GSDML file (in XML format) and the PASconfig tool from the Pilz homepage.
You can find it in the download area (Support » Downloads) at:
https://www.pilz.com/en-INT/support/downloads

Use the order number of the PDP67 device for the search: 4R000001.

B | www.pilz.com/en-INT/support/downloads

& Glooal site | english

Products and solutions Services Specialist knowledge

Pt

Search term(s)*

4R000001 2 Search -

Figure 16: Pilz Homepage (www.pilz.com) — Search for “"GSDML" and “PASconfig”

The GSDML file can be found in the section “Device description file" and
the two files for the tool with its ‘Readme file' in the “Software” section.

There is currently no registration required to download the GSDML file, but for the download the
PASconfig software, for whose version V5.1.x no license is required yet.
Log in with your access data at Login:

Login

Ev logging in you have access to our extensive range of services. These include: ordering directly

online, checking price and availability, tracking all your orders.

Please enter your E-Mail address and password to log in.

| E-Mail |

Password | ceain z

Forgotten vour password?

You don't yet have a password? Register now.

Figure 17: Pilz Homepage (www.pilz.com) — E-Shop Login

The three ZIP files are downloaded to the computer and have to be unpacked.
The software PASconfig must be installed according to the Siemens software TIA Portal.
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Configuration of the PDP67 failsafe device

8.1.2

Manage general station description files GSDML in TIA

Open the function “Manage general station description files (GSD) " in the menu "Options"":

Options  |[Tools  Window Help

1 Settings
Support packages

Manage general station description files (G50} k‘
Start Autornation License Manager

#| Show reference text
]

L] Global libraries
Figure 18: TIA — Manage general station description files GSDML (Part 1, Start)

Install the downloaded GSDML file:

Manage general station description files
Installed G5Ds GSDs in the project

Source path: |ent5'ﬁ.utornati5ierunq'.F.N_PDPE?_FDID_PrDﬁr]Et_S?_PrDiect_r\-‘rGP'J‘-.dditiDnaIFiIe;'.G*'D |

Content of imported path

@ File Version Info

Language Status

[-]

™ GsDMLv2.33-FilzPDPE7- ... Y233  English, German

Mot yetinstalled PDP&7 inputioutput dev...

<]

| Delete H Install H Cancel |

Figure 19: TIA — Manage general station description files GSDML (Part 2, Installation)

Manage general station description files

Installation result

I Message
@ Installation was completed successfully.

| E Close

Install additional files M,
Lz

Figure 20: TIA — Manage general station description files GSDML (Part 3, Finalization)

| Save log
I N N}hYh}hN N N }h}hhhNh——~——————.———————————————————
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Configuration of the PDP67 failsafe device

8.2 TIA — Device configuration of PDP67 device
8.2.1 Create and configure the PDP67 fieldbus device
Open the function “Devices & networks” in “Project tree”:
Project tree m 4
Devices
al L
=i
* | ] AN_PDP&7_FDIO_Profinet_S7_Project_MGP
K Add new device
ﬁETl Devices & networks
» [ PLC_1 [CPU 1518F-4 PN/DP]
Figure 21: TIA — Open the function “Devices & networks” (Part 1, Start)
Switch to the "Topology view".
Inserting the PDP67 fieldbus device:
Path: Catalog» Other field devices » PROFINET 10 » I/O » Pilz GmbH u. Co. KG » PDP67
» PDP67 PN 6FDI 6FDIO 2FDOTP
w | Catalog « [ Other field devices
v [ Controllers » (i Additicnal Ethernet devices
b [ HMI ~ [l PROFINETIO
J T[. PC systemns J T[. Drives
b T[. Drives & starters ] T[. Encoders
b T[. Metwork components k T[. Gateway
» [ Detecting & Monitering - T[. o
» [ Distributed 10 ~ [ Pilz GmbH u. Co. KG
» [ Power supply and distrib.._ ~ (1§ POP&7
v [ Field devices ~ [ Head medule
b Tm Other field devices [l FOP&Y PN 6FDI 6FDIO 2ZFDO
Figure 22: TIA — Inserting the PDP67 fieldbus device (Part 2a, Selection)
Note:
If several GSDs are installed, please select the desired one in the “Information” window.
It is recommended to select the latest version!
Information
Device:
—
|
PDPG7 PM 6FDI 6FDIO 2FDOTP
Article no.:  |4R0D00O1]| |
Version: | (GSDML2 33-PILZ-PDP57-20210614.XML)  |=|
Description:
PDP&7, decentralised field device, protection type IP67, I0 module, failsafe and standard, 8 M12 ports, PROFINET IO DEVICE
with PROFIsafe, conformance class C (CC-C), PROFlenergy; IRTIRT, data record 1I&M 0 and 1-4, digital inputs and cutputs, 612 inputs,
test pulse outputs with 24 VDC 0.25 A, 6/0 cutputs, semiconductor, 0.5 A, single-pole, positive-switching, protected
against short circuit and overload, 2 outputs, semiconductor, 2 A, dual-pole, switches to 24 W (00+) and 0V (00-), protected against
short circuit and overload, supply voltage, infeed device supply 24 VDC 16 A, infeed load supply 24 VDC 8116 A, potential isolation,
connection functional earth

Figure 23: TIA — Inserting the PDP67 fieldbus device (Part 2b, Information)
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—

pdp67pn =

PDP&T PM &FDI... —
Mot assigned 9 |

Figure 24: TIA — Inserting the PDP67 fieldbus device (Part 2c, Finalization)

The preset device name pdp67pn is still used, but it can also be changed in the properties of the
devcie, e. g. in the Equipment identifying symbol (EIS):

|QProperties ||"_i.'.lnfo y”ﬂDiagnostics |

J General || 10 tags || System constants || Texts |

w General G I
enera

Catalog information
+ PROFINET interface [¥1]
General MNarme: |pdp5?pn

Figure 25: TIA — Assigning the device name ‘pdp67pn’ of the PDP67 fieldbus device

Connect the S7-CPU and the I/O device in accordance with Figure 11: Application — Wiring of
Ethernet connections (schematic) [Ed 18}:

PLC_1 pdp&7pn -
CFU 1518F-4 PM... FOF&T PM &6FDI.. =
Blet oerimm o i i
—— i
PLC 1 pdp67pn o
CPU 1518F-4 PN_.. FDF&7 PM 6FDI...
Mot assigned . ® m:
omine 4 |
PM/IE_1

Figure 26: TIA — Connect the S7-CPU and the I/O device

Switch to the "Network view":
The two devices are networked in the subnet “PN/IE_1".

PLC_ 1 pdp67 pn -
CFU 1518F-2 PN... FOFGT P GFDI...
Mot gesianed @ | &

ect 10 controller
—— FLC_1.PROFINET-Schnitstelle_1

PLC_1.PROFINET-Schnitistelle_2
omne fs ¥ -
PN/IE_1

Figure 27: TIA — Assigning the 1/O device to the S7 CPU (Part 1, Start)
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Configuration of the PDP67 failsafe device

Assign the 1/0O device with the preset device name pdp67pn to the PLC_T:

PLC_1
CPU 1518F-4 PN_..

3 10 system: PLC_1.PROFIMET I0-System (100}

pdp&7pn
FOF&Y FM 6FDI...
FLC_1 .

=+

Ly

4
PMIE_1: 192.1EB.D.E| !

[192.168.1.1[192.168.2.1

FINET 10-5yste. . e

[PNIE_1: 192.168.0.1[2]

Figure 28: TIA — Assigning the I/O device to the S7 CPU (Part 3, Link-up)

|E Topology view

uﬁﬂ-h Network view

MY Device view

G5D device
PDP&7 PN 6FDI &FDIO ...

~ G5D device_1

~ pdp&7pn

% Network| 1§ Connections [Hiil conneciion [-] & 3 =] J Network overview H Connections. || /0 communication || VPN || TeleControl |
4 10 system: PLC_1.PROFINET 10-System (100) |~ ﬂ Device Type Address in subnet | Subnet Master i 10 system | Device number
~ 571500/ET200MP-Station_1  571500/ET200MP station
PLC 1 pdp67pn ~ FLC1 CPU 1518F-4 PNIDP
CPU 1518F-4 PN PDP67 PN 6FDI... 5 } PROFINETinterface_1 PROFINETinterface 192.168.0.1 PMIIE_1 PROFINET I0-Systemn
PLC 1 . | & 1 Port_1 Part
Port_2 Port
I » PROFINETinterface_2 PROFINETinterface 192.168.1.1 Not connected
---------- » PROFINETinterface GEIT_3 PROFINETinterface GEIT 192.168.2.1 Not connected
DP-Schnittstelle_1 DPinterface 2 Mot connected

~ PROFINETIO pdp67pn

192.168.0.2 PNIE_1 [+] PROFINETI10-5ystem 1

21
x22

X217
x22

Device Type Address in subnet | Subnet | Master [ 10 system Device number
* G50 device_1 G50 device |l|
* pdp&7pn FDP&7 FM 6FDI 6FDIO 2FDOTP
¥ PROFIMNETIO pdp&7pn 192168.0.2 PMIIE_1 PROFIMETIO-System 1
x21 x21
x22 x22

Figure 29: TIA — Assigning the I/O device to the S7 CPU (Part 3, Finalization)

Switch to “Device view" (if not previously selected) and
select the device pdp67pn [...] (see Figure 32 [ 28]).
Switch to the section in the tab “"General”:

— “PROFINET Interface [X1]" (corresponds to ETH port ETHO / X21 on the PDP67 device):

General

Name: |PROFINETIO

Comrment:

PROFIMET interface [X1] IP protocol

IPaddress: | 192 . 168 . O

.2 |

Subnet mask: | 255 _ 255 .

255

'Y

E synchronize router settings with 10 controller

|:| Use router

Router address: | 0 .0 .0

PROFINET

Ethernet addresses

Interface networked with

[+ Generate PROFINET device name automatically

Subnet: | PNIIE_1

|v|

PROFINET device name: | pdp&7pn

Converted name: | pdp&7pn

Device number: | 1 |v|
Figure 30: TIA — Properties of PDP67-PROFINET interface [X1] » General
Note:
The default IP address of the PDP67 devices when delivered: 0.0.0.0 (:18080/0.0.0.0).
(applies only to the PROFINET version)
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Configuration of the PDP67 failsafe device

(see also "Sync master”, Figure 15 [ 21])

Only use the IRT function when it is really needed; the default setting is “RT"/'Unsynchronized’.

To activate the IRT function, the RT class “IRT" is selected under “Real-time settings”;

the new synchronization role “Sync slave” is then automatically defined:

*» » Synchronization

Sync domain: |53,-T1n:—D|:|main_1 ||

Domain settings |

RTclass: O RT

@k

synchronizmtion role: | Sync slave

-]

Figure 31: TIA — Properties of PDP67-PROFINET interface [X1] » Real time (IRT)
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Configuration of the PDP67 failsafe device

8.2.2  Adding the I/O containers of the PDP67 device

Switch to "Device view” and select the device pdp67pn:

|E-FTDPD|Dg}f‘UiEW |||:1'E't| Network view ||[|'|‘Devir.e view [

gt {pdpe7pn [PDPE7 PN 6FDIGFD v | 1 1 [ ® 24 | | Device overview |
<Select device=
¢ .. Module
PLC_1 [CPU 1518F PNIDP] s

Figure 32: TIA — Adding the I/O containers to the PDP67 device (Part 1, Start)

Open the section "Module” in the Catalog tree.

- T[. Head module
[l FDP&7 PM 6FDI 6FDIO ZFDOTP
gt iodule
- T[. Container for digital ST process data
[l container for SToutput process data
~ [ Container for PROFIsafe process data
[l Container for PROFIsafe process data with channel-granular passivation

[l container for PROFIsafe process data with modular-granular passivation
Figure 33: TIA — Adding the PROFIsafe Group to the PDP67 Device (Part 2)

As described in Chapter 6.2.2 PDP67 failsafe and standard 1/0 process image [EJ 13],
the default configuration can be changed.

One of the two containers for the PROFIsafe process data can be set on slot 11:
Container for PROFlIsafe process data with channel granular passivation (preset)
» according to PROFIsafe specification version 2.6
Container for PROFlIsafe process data with modular granular passivation (optional)
» according to PROFIsafe specification version 2.4

The container for digital ST process data can be added to slot 10:
Container for ST output process data (preset)

The optional configuration of the GSDML file is used for the example:

Module Rack slot | address | Q address
* pdp&7pn o o
b PROFINETIO ] 0x1
2FDI_1 0 1
2FDIO_1 0 2
2FDI_2 0 3
2FDIO_2 ] 4
2FDI_3 0 5
2FDIO_3 0 6
FOOTP_1 0 7
FDOTP_2 ] 8
0 9
0 10
Container fir PROFIsafe-Prozessdaten mit modulgranularer Passivierung_1 0 11 4.13 4.9
] 12

Figure 34: TIA — Adding the I/O containers to the PDP67 device (Part 3, Finalization)
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8.2.3  Setting up the PROFIsafe address of the PDP67 fieldbus device

Ba

Th

sic information of PROFIsafe addresses

Each F-address may only be used once on a PROFINET device with PROFlsafe.
The values of the F-addresses of the single devices do not have to be consecutive.
- The permissible range of software F-addresses is: 1... 65 534.

These values are positive integers.

The F-destination address of the Pilz device is a software address and to define it, the same value
must be entered in the following two configuration dialogue boxes, otherwise fault-free operation
is not possible:

1. in the TIA tool under the properties of the PROFIsafe group of the PDP67 device
(see Figure 35)

and

2. in the PASconfig software
see Chapter 8.3.3 Setting up the PROFIsafe address of the PDP67 device [Ed 34 ff]
e see online help for software
® Prerequisite:
» There is an online connection to the PDP67 device.
(see Chapter 8.3.1 Configure of PDP67 device [LH 32])

The preset F-address of the PDP67 fieldbus devices on delivery is: 1
(applies only to the PROFINET version)

Should changed value of the F-address is to be accepted; a reset must always be executed.
This is done automatically in the PASconfig tool when the software address is changed or

by pressing the reset button (Restart by Warm Reset).

- see Chapter 9.6.1 Carrying out of a restart (warm reset) by means of the Reset button [EJ 53]

e PROFIsafe address 'F_Dest_Add’ for the fieldbus device in the TIA tool must be set always.
The following PROFIsafe address is specified for this application:
— ADDRESS: 5 (default F-address is 1)

To do this, select the properties of the PROFIsafe group in the “Device view" of pdp67pn
(see Figure 34 [ 28]) and
set the value for F-destination address under the section "PROFlsafe”:

|§. Properties ||"_i.LI|1f0 y"ﬁ Diagnostics

Jﬁeneral || 10 tags || System constants || Texts |
w General [
Catalog information Lot i
PROFIsafe
IO addresses F_SIL: |SIL3 |'|

F_Block_ID: |0

F_Par_Version: |1

F_Dest_Add: |35
F_Par_CRC_WithoutAddresses: @ value range: [1.65534]. X

|
|
F_Source_Add: |1 |
|
|

Figure 35: TIA — PROFIsafe-Group » Setting up of PROFIsafe address 'F_Dest Add’

Note:

The F-address is also required for establishing the Ethernet connection between the PASconfig PC
and the PSS u2 1/0 device.
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8.24  Assign the device name to the PDP67 device

For the used PROFINET system, a device name must be assigned to the PDP67 Remote I/O device
(10 device) so that the 10 controller of the F-CPU can communicate with it.
For further details, see the TIA online help, chapter “Addressing PROFINET devices".

Now you can begin assigning the device name.
Select the device pdp67pn under "Devices and networks” (see Figure 29 [LJ 26]).
Right click on the device icon and select the function »Assign device name«:

® s J Device overview
P

Change device
Wirite 10-Device name to Micro Memory Card
Start device tool...

M cut Ctrl+x
25| Copy Ctrl+C
2| Paste Ctrl+y
% Delete Del

= Go to topology view
iy GO to network view

Cornpile ]
Download to device b
“ & Go enline Ctrlek
pdp&7/pn [PDP&7 PN 6FDI 6FDIO 2FDOTP] ﬁ‘ Go offine Crl+M
onli &di i Ctrl+D
J General || 10 tags || System constar Mﬁm . " ne - Enmm e
tHN Assign device name

 General

|_| Coanaral Update and display forced ocperar h

Figure 36: TIA — Assign device name » Select function (Part 1, Start)

The PDP67 device, that is to be named, can be uniquely identified by MAC address and IP address.
The "Devices MAC address” is lasered on the front of the fieldbus device to the left of the reset
push-button (see left picture in Figure 37).

For the unique device identification, the displayed device can be selected and the »Flash LED«
function can be activated.

- Activated: LEDs RUN and DIAG flash green % in the same mode

- Deactivated: LEDs RUN and DIAG displayed the current system status

M.

Flash LED

> oo

Figure 37: TIA — Assign device name » MAC / Function »Flash LED« (Part 2, Identification)
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The selected PDP67 device must be marked in the table and
you click on the button »Assign name«:
Assign PROFINET device name. [%

Configured PROFINET device

FROFINET device name: | pdp67pn |v|

Device type: | PDP67 PN 6FDI 6FDIO 2FDOTP |

Online access

Type of the PGIPC interface: |L PMIIE |v|
PGIPC interface: Rl Intel(R) PROI1000 MT Desktop Adapter [+] @
Device filter

E Only show devices of the same type
[] onlyshow devices with bad parameter settings

[] only show devices without names

Accessible devices in the network:

IF address MAC address Device FROFINET device name Status
102.168.0.2 00-0248459-73-16  FDF&7 pdp&7pn & oK
Il '
[| Flash LED
<] ] [>]
Update list Assign name
P L[]y Assig |

Online status information:

(i ) search completed. 1 of 2 devices were found.

<] i 5]

Close |

Figure 38: TIA — Assign device name » Select function (Part 3, Assignment)

At the end, the “Online status information” is used to indicate whether the operation was
successful:

Online status infarmation:

() Search completed. 1 of 2 devices were found.
@  The FROFINET device name "pdp67pn” was successfully assigned to MAC address "00-02-48-45-73-16"

Figure 39: TIA — Assign device name » Select function (Part 4, Finalization)

You can close the window now.
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8.3

8.3.1

8.3.2

PASconfig — Device configuration of PDP67 device

Configure of PDP67 device

The basic configuration is already available; the data is generated automatically by means of the
previously made settings in the T/A.
- see Chapter 8.2 TIA — Device configuration of PDP67 [Ld) 24 ff.]

A network connection is required for the online connection between the PASconfig PC and the
PDP67 device (see Figure 11: Application — Wiring of Ethernet connections (schematic) [EJ 18]).
So you can run various online actions, e.g.:

- Firmware update,

- download of FS/ST configuration data,

— upload device data and

- display of error stack

Start of PASconfig via TIA device configuration

Open the function “Devices & networks” in “Project tree”.

Switch to "Device view" and select the device pdp67pn.

Right click on the device icon and select the function »Start device tool ...« using the access point
“Configuration”:

g lge e L

Write I0-Device name to Micro Memory Card
- Start device tool_..

5 LY el . wr

Start device tool 'X

Select tool or access point

= PASconfig

Properties
FS 1i0 Mapping

Configuration of the P55u systems

r Start l}J | Cancel |

Set interface for pdp&/pn

Type ofthe PGIPC interface: PMIIE n

PGIPC interface: Rl Intel(R) PRO/1000 MT Desktop Adapter [+] @
Connection to interface/subnet: |Direct atslot'0 X1’ |v| @
15t gateway: | |v|®

r oK E | Cancel |

Figure 40: PASconfig — Start device tool from TIA » Access point “Configuration”

Note:
The PASconfig tool opens with the ‘User interface language’ set in the TIA.
In version 5.1.0, only the two languages German and English are supported.
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Now, for the first time, an attempt is made via the PASconfig tool to establish an online
connection to the configured PDP67 device:

Progress Information

Attermnpting to retrieve hardware safety address for Unit pdp&7pn,

Figure 41: PASconfig — Status message ‘Read F-address for Ethernet connection’

Then, because of the IP address 0.0.0.0 still present on the device, the following reaction occurs, as
no online connection can be established between the PASconfig PC and the PDP67 device:

o F-Address mismatch X

Please check the connection, Mo connection can be established to the following
systems:

pdpbipn

Figure 42: PASconfig — Error message ‘No connection established’

Therefore, the PDP67 device must be assigned an IP address first, so that PASconfig can establish an
online connection to this decentralised fieldbus device.

One possibility is to save, compile and download the TIA project to the F-CPU.

- see Chapter 8.4 TIA — Download the configuration to S7 F-CPU [ 39 f].

After it restarts, the configured IP addresses are set in the PROFINET network:

- see Figure 30: TIA — Properties of PDP67-PROFINET interface [X1] » General [LJ 26].

Notes:

Make sure that the IP address of the PASconfig-PC is in the same subnetwork as the IP address of

the PDP67 device.

- For PROFINET networks, the free Siemens tool PRONETA Basic can be used to perform many
analysis and configuration tasks, please see Chapter 9.1.1 Determining the IP address and port
number [EX 41].

In the Connection manager, the F-address, which has been configured in the TIA tool for the

PROFIsafe group, must be set in addition to the IP address.

— Important: Please observe the notes in the Chapter 9.1.2 Determination and temporary
assignment of the F-address [[Ed 41 f].
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8.3.3  Setting up the PROFlsafe address of the PDP67 device

After assigning the IP address to the PDP67 device, when the TCl function “Configuration” (Figure 40
[LL) 32]) is called up again, the F-address of the PROFIsafe group saved in the device is checked first;
in the factory setting, the default F-address is “[1]".

If this is different from the F-address “[5]"configured and transferred by the TIA project (Figure 35
[EL) 29]), an automatic procedure is executed at the PASconfig tool.

Start with Function “Download Project F-address":

o F-Address mismatch X

The Ethernet connection F-address[1] and the Project F-address[5]|do not match

l . forthe system [pdp&7pn]. Download to assign the F-address of the project to the
system.

Do you want to download the project F-Address and all e-module F-Addresses to the
connected systemn?

Mote: If you cancel now you can download the F-Address later in:

Systern » Set F-Address

EDownIoad Project F-Addressi LCancel

Figure 43: PASconfig — Function “Download Project F-address” (Part 1, Start)

After this, the PDP67 device must be restarted to accept the values:

I_.f"_"“‘- Changing the F-address...
o PASconfig ~
I__/-""\. The system must now be restarted for the changes to take effect.

Figure 44: PASconfig — Function “Set F-addresses” (Part 2, Restart)

The successful restart of the device is displayed:

I.-”"_"\-.I Restart system
L |

Restarting the system...

o PASconfig >

The system was successfully restarted.

Figure 45: PASconfig — Function “Set F-addresses” (Part 3, Finalization)
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“a- Project manager

v = PLC
v o pdpb7pn
= PDP67 PN 6FDI 6FDIO 2FDOTP
= X01:2FDI
= X0Z:2FDIO
= X03:2FDI
= X04:2FDIO
= X05:2FDI
= X06:2FDIO
= XOT:FDOTP
= X0&:FDOTP

i —

—

X04
[ LT |
‘!IEE'J'H [l } ‘ii!i’

X035 K06
[ LT ]
115!" [ [ ml.ﬁ‘@!i"

X07 X08
[ TR ]
@ ¥y o9
— —
A s P“'z
= PWR . PDP&7
m S0 E Resat
28 B O
i =5
X2 5
H RUN E
B DIAG ZE5
n SD 0
v =

PR

=

X043

¥31 A X3z
© @

e

-
K J
ETHO I X7 X237 I ETH1

= O

PR

ouT

Figure 46: PASconfig — I/0O device "PLC_1:pdp67pn”

= pdpbipn

Help

Change device

Generate report

¥

Figure 47: PASconfig — PDP67 device » Function “Change device” (Part 1, Start)

After the restart, the device "PLC_1:pdp67pn” transferred from the TIA project is displayed:
™ pLC_1:pdp67pn X

P,

K01 Xaz
[ TRCT |
‘gi; g n S;E’

The “Change device” function in the PASconfig tool can be used to check the settings transferred
from the TIA:

Project Edit  View | Systemn  Tools
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Configuration of the PDP67 failsafe device

The first window displays general data of the PDP67 fieldbus device.

o Change firmware revision O et
Change firmware revision for the system "pdpb7pn®
Select a new firmware revision for the system.
Head module Preview
Product family: POP&T
L]
. "o
Fieldbus type: PROEIMET
Product type: PDPG7 PN 6FDI 6FDIO 2FDOTP e
Firmware revision: |00 . —
@i
Order number ARDODDD1

o I @
H B [hiea RrrimsriEs
@2 e @ 0k © © © ©

< Back Meut = Dg'J | Einizh | Cancel

Figure 48: PASconfig — PDP67 device » Function ,Change device” (Part 2, Version)

Press »Next« to enter the second window, where the data for the “Connection” is displayed:

(] X

o Change firmware revision

Connection
Enter connecticn details for the system.

IP address: | 192 . 168 . 0 . 2

Port number: | 18080 |

F-address: | E |

< Back Mext = Finish i Cancel

Figure 49: PASconfig — PDP67 device » Function “Change device” (Part 3, F-address)

The changed configuration can still be transferred to the PDP67 device.
Normally, this is done at the end of the device configuration:
- Chapter 8.3.4 Download the configuration to PDP67 device [Ed 37 f]

Application Note PDP67 I/O PROFINET with PROFIsafe Profile on a SIMATIC S7-1500 with TIA Portal
1005313_EN_01

PILZ | 36/58



Configuration of the PDP67 failsafe device

8.3.4 Download the configuration to PDP67 device
The configuration you just created must be saved.
& | & 9| 4 |

Save all editors (Ctrl+Shift+5) 1

Figure 50: PASconfig — Save configuration » Save all editors

Now start with the function »Download configuration data«:

@ @ |[100% ~

Downlead configuration data

Progress Information

I
Figure 51: PASconfig - Download configuration » Reading the connected PDP67 device (Part 1)

A password is required to transfer the FS configuration.
The default password is “pssu”.

It can be changed via the menu item 'System’ » ‘Change FS password ...".

¢ Download the configuration data

>
Download the configuration data to the system "pdpb?p”® in project "FLC_1"
Action Status Details
F5 download Required F3 password required
5T download Required
Restart Required

FS password | sees

Configured and connected systern are identical. Do you still want to download?

Start download Cloze

5

Figure 52: PASconfig — Download configuration » Entering the password (Part 2)
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Now the download of the configuration data and the automatic restart is executed:

Success

Action Status
F5 download

5T download

Restart [ |

Success

Dretails
Finished
Finished
Restarting...

Figure 53: PASconfig — Download configuration » Download FS data and restart device (Part 3)

The download window can now be closed:

o Download the configuration data

Download the configuration data to the system "pdpb?p" in project "PLC_1"

Action
F5 download
5T download
Restart

Status
Success
Success

Success

Dretails

Finistred
Finished
Finistred

F5 password  eses

Configured and connected system are identical. Do you still want to download?

Start download

Close

Figure 54: PASconfig - Download configuration » Close download window (Part 4)

The PASconfig tool can now be closed:

o PASconfig

Cloze all

Save

Parts list

Import

C. &

Export

Exit

Project Edit View System Tools Help

Close active editor

editors

Save all editors

Generate report

Project properties

Ctrl+W
Ctrl+5hift+W

Ctrl+5
Ctrl+5hift+5

Figure 55: PASconfig — Close tool
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8.4

TIA — Download the configuration to S7 F-CPU

After closing the PASconfig tool, the TIA project is saved first:

Froject |Edit  View Insert Online Options

Save as._.

_*-:["' Mew._..
o[ % Open... Crrl+0
Migrate project...
Close Crrl+W

L E =T

Crrl+5 hift+5

Figure 56: TIA — Download configuration » Save project (Part 1, Start)

Now the F-CPU is selected in the project tree and the TIA project is compiled:

Project | Edit |‘u"iew Insert  Online  Optig
i [H Open ochject
K Undo Ctrl+Z
(M Redo Crrl+
}{_ Cut Crrl+x
_ilg Copy Ctrl+C
g Paste Ctrl+v
¥ | % Delete Del
Rename F2
Selectall Crrl+A
-
hac Find and replace Ctrl+F
o Compile
ol
Compile J Hardware and software (only changes)
General i)| Cross-references Compile

!

@I‘II| Show all messages B3

Fath

© -~ rc

* Program blocks

Description

Mo block was compiled. All blocks are up-to-date.

Compiling completed (errors: 0; warnings: 0}

Figure 57: TIA — Download configuration » Compile project (Part 2)
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Configuration of the PDP67 failsafe device

The TIA project is then loaded into the F-CPU:

Online | Opticns Tools  Window  Help

& Goonline Ctrl+K

& Extended go online...

&Y Go offline Crrl+hd

Simulation ]
Stop runtimelsimulation

[l] Download to device
Extended download to device ..

h‘ Crrl+L

Downlead to device Hardware and software {only changes)

Figure 58: TIA — Download configuration » Download project to device (Part 3)

The F-CPU can now be set to the operating mode RUN.
Now there should be no error messages in the PDP67 device diagnostics:

= Diagnostics [ . i
Diagnostic status

General
Diagnostic status Status
b PROFIMET interface
b Functions Module exists.
QK

Figure 59: TIA — Download configuration » Check Diagnostic status (Part 4, Finalization)

The error-free status of the two devices can be also recognized by their LEDs:

— The ‘SO’ LED on the Pilz device only lights up green when the container for the PROFIsafe
process data is configured and the PROFIsafe communication connection to the F-CPU is active.

- The current failsafe process image only becomes visible in the online view of the PLC variables

in the TIA tool when there is a read/write access to these failsafe signals in the program code of

an F-Function block that is assigned to an active F-Runtime group of the F-CPU.

Otherwise, for example, there is neither a read access to a failsafe input nor to its associated

valid bit and thus no real status information; both signals then always have the value Zero' in

the online view.

tL
I B
ey o 2
ol 05 2 ew
| = S CPU 1518F-4 PN/DP
o s . X1: 192.168.0.1
E LI X2: 192.168.1.1
| &S X3: 192.168.2.1
— <
y L
j =58 /
i V26
| P = 6EST7 518-4FP00-0AB0

h

Figure 60: PDP67 / F-CPU — Diagnostic status with error-free configuration
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9 Helpful functions for commissioning and maintenance

9.1 Notes on establishing the online connection to the PDP67

An online connection between the PASconfig PC and the PDP67 device is required to perform
various online actions, e. g. to execute a firmware update, download the FS/ST configuration data or
display the error stack.
The PASconfig PC must have an IP address from the same subnetwork as the IP address of the PDP67
device, the port number is necessary for the connection to the configuration PC.

For this communication connection to the device, three parameters are required, as shown in the

Figure 49: PASconfig — PDP67 device » Function “Change device” (Part 3, F-address) [ 36]:

1. the IP address (default setting: 0.0.0.0 »» 192.168.0.2),

2. the port number (default setting: 18080 »» 18080) and

3. the F-address (default setting: 1 »» 5).

9.1.1 Determining the IP address and port number

The following tools can be used to determine existing PROFINET devices in a network:
First of all, you should use the online functions of the PLC programming tool used,
here especially for TIA in the Online menu the function Accessible devices ....
- see Chapter 7.3 Setting up the Ethernet adapter [[EJ 18], Figure 12 & Figure 13
For PROFINET networks, the free Siemens tool PRONETA Basic can be used to perform many
analysis and configuration tasks for these devices, such as displaying and setting the IP address
and the PROFINET device name.

9.1.2 Determination and temporary assignment of the F-address

The FS container used in slot 11 has an F-address:
- see Info under Chapter 6.2.2 PDP67 failsafe and standard 1/O process image [EJ 13]

This has two functions:

1. software F-address of the device for PROFIsafe communication in the PROFINET network
and

2. necessary (third) parameter for establishing the connection to the configuration PC.

Without the F-address, no connection to the PDP67 device can be established.

If you no longer know the F-address of a fieldbus device that has already been configured or used,
you can read it out from the device using the PASconfig tool and use it temporarily for
communication between the configuration PC and the Pilz device.

Prerequisites:
- The configuration PC is connected to the PDP67 device and
- you know the IP address and the port number of the device (see Chapter 9.1.1)

Procedure:

- The configuration of a PDP67 device with an unknown F address is imported either via an
existing PLC project or it must be newly created in PASconfig.

— Then start the »Connection manager« in the Tools menu, activate the line with the correct
connection in its table and should first »Test« whether this is “error-free”.

Connections

Mame Device IP address  Port number F-address
=

i PLC_1:pdpf7pn PDP&7 PM 6FDI 6FDIO 2FDOTP (v1) (4R00D001)  192.168.0.2 18080 1

o PASconfig X

[0] The connecticn to the system "pdp6ipn” is ok,

Figure 61: PASconfig — Connection manager » Manage connections to systems
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— Now click on the button »Edit«, a window like in Figure 62 opens:
e There you click on the button »Retrieve F-address for the Ethernet connection.« (1).
e Now you are asked to enter the FS password (default: “pssu”) (2)(3), to execute the function:
» The F-address for the Ethernet connection is now read out of the device.
» This F-address is then displayed (4) and
» temporarily assigned for the selected PDP67 device with »Finish« (5).

o Edit connection O >
Connection

Enter connection details for the system.

IP address: 192 . 168 . 0 . 2

Port number: | 13080 |

F-address: | |E| |

EF‘.etrieve F-address for the Ethernet connection.;

o Enter F5 password >

F5 password uul:
Taloc || o

[elEmsn ]| conce

Figure 62: PASconfig — Connection » Read out the F-address for the Ethernet connection

Now you can perform two functions independently of each other and in any order:
1. download the actual I/O configuration on the device
e see Chapter 8.3.4 Download the configuration to PDP67 device [EJ 37 ff]

and

2. download the current F-address to the device.
To do this, start the option »Set F-address« in the System menu.
The »Download« (1) also replaces the (previously existing and temporarily assigned)
Device F-address in the right column with the current Project F-address (2)(3),
Error-free communication with the PROFIsafe master should then be possible.
e see Figure 60: PDP67 / F-CPU — Diagnostic status with error-free configuration [EJ 40]

o Set F-addresses O ot
(i) Device F-address[es] have been updated.
F-address

# Project F-address Device F-address Upload

o s

Copy

Figure 63: PASconfig — Enter F-adress » Download and Compare
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9.2 Comparison of checksums of the failsafe configuration data
The FS checksum for the PDP67 device can be checked. If a project has been changed since the last
download, this can be determined with this comparison. For this purpose, the device project in the
offline project is compared with the one on the fieldbus device.
The CRC can be checked in two places:
1. still directly in the tool PASconfig in the menu ‘system’:
f Compare system data
E Compare CRC %
Figure 64: PASconfig — Function “Compare CRC”
or
2. in TIA via »Start Device Tool...«, here now via the access point "Properties”:
Start device tool X
Select tool or access point
= PASconfig
Configuration
FS IID Mapping
Properties of the PS5u project
r Start | Cancel |
Figure 65: PASconfig — Function “Properties”
Then the window with the offline configured system properties of the PDP67 device is displayed,
here you can then start the comparison with the device data that are stored online:
o PAScenfig >
Show system properties rties
(i) Show system properties for the system pdp&7pn es for the system pdp&7pn
Marne: | bdp&7p | | pdpbip
IP address: | 192.168.0.2 ||| 19216802
Directory: | iPvAdditionalFiles\TCIPilz GmbH u, Co. KG\PASconfighPS5uld | | iPvAdditionalFiles\ TCPil
FS checksum: | 973F210 i EEED
IPar check sum: | 073310, 158593808 ||| ;x073F310, 158503808
Online F5 checksum: | ==== | | Comparel |9'.-"3F3'I'D

Figure 66: PDP67 — Display of the system properties with offline/online comparison (Example)

Note:
The values of the checksums in the figures in this chapter are only examples.
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9.3 Display of the actual mapping of the 1/O addresses to the 1/0 ports

General information on I/O addresses and their port assignment for the PDP67 device can be found:
- in Chapter 6.2.2 PDP67 failsafe and standard 1/O process image [Ed 13] and
— in Figure 80: PDP67 — Wiring » Graphical overview of electrical port assignment [EJ 54].

To directly read the currently configured mapping of the I/O addresses to the /O ports for the
PDP67 device, you can use the function “View process image”.

This can be done in two places:
1. still directly in the tool PASconfig in the menu 'system”:

Systern Tools  Help
{ﬁ Download configuration data

View process image L\\F‘,

Properties

Figure 67: PASconfig — Function “View process image”

or
2. in TIA via »Start Device Tool...«, here now via the access point "FS I/0 Mapping":
Start device tool X

Select tool or access point

* PASconfig
Configuration
Properties

F5 0 Mapping

FS IO Mapping of the P55u systermns

|I Start N | Cancel |

Figure 68: TIA — Function "“FS I/0O Mapping”

In the preset basic configuration, a total of 12 FS inputs (FDI) are assigned to ports X07..X06 and one
two-pole FS output (FDOTP) each to ports X07, X08.
- see Chapter 6.2.1 Variable /O address assignment [[Ed 13] (Configuration example 1)
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Now change the configuration of port X02 to two single-pole FS outputs (FDO):

PSR = v
i X02:2FDIO
gproperty Value
System
Port state |n FS output v
General .
w FSinput
w Test pulses and 5T outputs
v TO
Pin state, if this test pulse is not assigned to an inpu [} 24V v
Test pulse duration (0.3...10.0) [ms] E 3.0
v T1
Pin state, if this test pulse is not assigned to an inpu i} 24V v
Test pulse duration (0.3..10.0) [ms] 1] 3.0
v Discrepancy monitoring
Use discrepancy monitoring 6 [l
Reintegration after discrepancy time ﬂ With restart interlock w
Sensor type i1 Mon-equivalent v
Discrepancy behaviour E Set value to zero W
Discrepancy time (30..30000) [ms] Y 100 I;'
Debouncing tirne (0...5000) [ms] a B I;'
Monitoring time (1...30] [s] a e I;'
v Inputs and ocutputs
v 10
Pin state ) on v
Software filter Time (0...10.0) [ms] 7] 1.0
Pulse stretching (0 ... 233) [ms] E 0
Test pulse 1] TO v
v |1
Pin state 7] On v
Software filter Time (0...10.0) [ms] E 1.0
Pulse stretching (0 ... 255 [ms] (7] 0
Test pulse [n v
w 5T output OO
Substitute value ﬂ Output switched off w
w 5T output O1
Substitute value E Output switched off w
v FS output
v Port
Repetition of on test in error-free operation (0...233) [5] [n 0 |
Repetition of on test in the event of an error (0...255) [s] n 30
Repetition of off test (0...235) [s] Bo |
w 00
Pin state |n On v|
Switch-off delay (0....65535) [ms] n 0
OFff test (™ |
On test n@
Max. test duration (0.1...12.7) [ms] I3 30 |
w O
Pin state |n On v‘
Switch-off delay (0....65535) [ms] n 0
Off test B
On test HE
Max. test duration (0.1...12.7) [ms] [ EX |

Figure 69: PASconfig — Configuration of X02:2FDIO » Port state “FS output”
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This also changes the actual view of the process image:
— The two FS inputs and their assigned valid bits are no longer activated (highlighted red)

and
— the two FS outputs and their assigned valid bits are now available (highlighted green).
o View process image O *
Process image information for device PDP67 PN 6FDI 6FDIO 2FDOTP
() FS process image
Process image of inputs for PDPG7 PN 6FDI 6FDIO 2FDOTP Process image of outputs for PDPG7 PN 6FDI 6FDIO 2FDOTP
Port  Variable name Terminal Address [byte] Address [bit] Data type ID || Port  Variable name  Terminal Address [byte]  Address [bit] Data type D
Port1 P1.10 X01:4 0 0 BOOLEANT O : X074, X073 0 0 BOOLEANT 0
Port1 P11 K0l:2 0 1 BOOLEANT 1 Port8 P8.00 K0%:4, X0&:3 0 1 BOOLEANT 1
Port3 P3.I0 X03:4 0 2 BOOLEANT 2 - - 0 2 - 2
Port3 P31 X03:2 0 3 BOOLEANT 3 0 3 3
Port3 P30 X054 0 4 BOOLEANT 4 0 4 4
Port5 P3.1 X05:2 0 5 BOOLEANT 3 0 5 5
0 6 6 0 6 6
0 7 7 - - 0 7 - 7
1 0 8 Port2 P2.00 X02:4 1 0 BOOLEANT 8
= = 1 1 = 9 Port2 P2.01 X02:2 1 1 BOOLEAMNT 9
Port4 P40 X044 1 2 BOOLEANT 10 1 2 10
Port4 P4.1 X042 1 3 BOOLEANT 11 1 3 1l
Port & PG.ID X064 1 4 BOOLEANT 12 1 4 12
Port6 P&.I1T K062 1 5 BOOLEANT 13 1 5 13
1 6 14 1 6 14
- - 1 7 - 15 1 7 15
Port 1 Valid{P1.10) 2 0 BOOLEAMNT 16
Port 1 Valid{P1.11) 2 1 BOOLEANT 17
Port 3 Valid(P3.10) 2 2 BOOLEANT 18
Port 3 Valid{P3.11) 2 3 BOOLEANT 19
Port3 Valid(P5.10) 2 4 BOOLEANT 20
Port 5 Valid{P5.11) 2 5 BOOLEANT 21
2 6 22
2 7 23
3 0 24
- - 3 1 - 25
Port 4 Valid{P4.10) 3 2 BOOLEAMNT 26
Port4 Valid{P4.11) 3 3 BOOLEANT 27
Port & Valid({P&.10) 3 4 BOOLEAMNT 28
Port & Valid{P&.11) 3 5 BOOLEAMNT 29
- - 3 ] 30
- - 3 7 - #
Port 7 Valid(P7.00) 4 0 BOOLEANT 32
Port 8 Valid(P2.00) 4 1 BOOLEANT 33
Port 7 OpenCircuit(P7.00) X074, X07:3 4 2 BOOLEANT 34
Port 8 OpenCircuit{(P3.00) X084, X083 4 3 BOOLEANT 35
- - 4 4 36
4 5 7
4 6 38
- - 4 7 - 39
Port2 Valid(P2.00) 3 0 BOOLEANT 40
Port 2 Valid(P2.01) 5 1 BOOLEANT 41
5 2 42
5 3 43
5 4 44
5 5 43
5 6 46
5 7 47
Figure 70: PASconfig — Function “FS I/O Mapping” » Process image table
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94 Notes on the diagnostic display in TIA and PASconfig

The following example show diagnostic displays from the T/A tool. These two online functions for
diagnostics are accessible via the context menu of the F-CPU:
- »Go online«:
This will include the activation of the function in the project navigation, which shows the
operating status or diagnostic status of the online-connected devices with icons.

Efcoonine  h CulK]

- »Online & diagnostics«:
This opens a system related window with information on the diagnostics and other online
functions. In the "Diagnostics” folder, you can select the group “Diagnostic buffer”, in which the
“Events” are tabulated as a log file for the F-CPU and the modules assigned to it.

h. Ctrl+D

bA] COnline & diagnostics

The following figure shows the online display of the TIA project with the diagnostic symbols and the
"Diagnostic buffer” of the F-CPU:

Devices
ﬁ Online access N i .
> o Diagnostics buffer
~ [ ] AN_PDP57_FDIO_Profinet 57_Project M.. @ O Eaazal ! Events
nu_ e Diagnostic status
T s D s : Diagnostics buffer [#) Display CPU Time Stamps in PGIPC local time
- f Cycle time
E..E:'fcall‘lcw 15;!“-4 ENIE a Memory Na. Date and time Event
E'I_IEE cun. guration Display 4 8/1212020 11:31:57 640 A Diagnostics available and is being processed =
& Onlme‘a dl?gﬂnﬂ[\.ti » PROFINET interface[X1] 5 8/12i2020 11:31:57.640 A... Diagnostics available and is being processed =
r~. S gy A » PROFINETinterface[x2] 6 8(12/2020 11:31:57.640 A... Diagnostics available and is being processed =
D gﬁ EELTEDS CiE » PROFINET interface GBITX3] 7 8/1212020 11:31:57 640 A Diagnostics available and is being processed =
D r? R iy b\uck.s b Emsians 8 8/1212020 11:31:57. 640 A__ Error on partner - No neighbor could be detected Rt
AL ECRpol Vol isats g 81212020 11:31:57.640 A.. Drahtbruch an einem Port erkannt. o 2
MitniEsealso celkles 10 8122020 11:31:57.640 A.. Drahtbruch an einem Port erkannt. Mt
D - FULiEgE ° 11 81212020 11:31:57.639 A Drahtbruch an einem Port erkannt. v =g
: I;u PLFA“[’EE'DE* L L 12 B812/2020 11:31:57.639 A... | Drahtbruch an einem Port erkannt. o =y
Figure 71: TIA — F-program » Online diagnostic display and “Diagnostic buffer” of the F-CPU
The more detailed error stack of the PDP67 device can be accessed in the PASconfig tool:
Systern | Toocls Window Help
Change head module
Generate report »
Parts list »
Show error stack I},
Export error stack
Figure 72: PASconfig — PDP67 » Display of Error stack
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9.5 Notes on possible start-up errors of the PDP67 device

In the MDF file (Module Description File) belonging to the device the maximum safety is preset. This
means, for example, that in the configuration the test pulses are activated for the FS inputs and the
switch-on and switch-off tests are activated for the FS outputs.

If you load this standard configuration into the PDP67 device without adapting it to the actual
electrical wiring (or even with unconnected I/O ports!), start-up problems may occur after restarting
the device. This is explained using the following examples.

9.5.1 Example for start-up errors of the two-pole FS outputs

Cause of error:
— The two-pole outputs on ports X07 and X08 are activated although they are not used.

Then the following system reaction occurs during start-up:
- PDP67:
e The LED DIAG lights up red .
e The LED SO flashes green %.
e The LEDs O+ and O- on the respective port of the two-pin FS output flash green %.

- F-CPU:
e The LED Err flashes red .

The error message of the F-CPU contains:

Online access . i
Diagnostics buffer

= Diagnostics

General Events
Diagnostic status
Diagnostics buffer E Display CPU Time Stamps in PGIPC local time
Cycle time
Memary MNa. Date and time Event
Display 4 8/12/2020 11:31:57.640 A.. Diagnostics available and is being processed =
» PROFINETinterface[X1] 5 8/12/2020 11:31:57.640 A.. Diagnostics available and is being processed =
» PROFINET interface[X2] 6 8122020 11:31:57.640 A.. Diagnostics available and is being processed =4
» PROFINETinterface GBIT[X3] 7 8122020 11:31:57.640 A.. Diagnostics available and is being processed =4
¥ Functions 8 81212020 11:31:57.640 A.. Erroron partner - Mo neighbor could be detected M=
9 8/12/2020 11:31:57.640 A... Drahtbruch an einem Part erkannt. o =y
10 8/12/2020 11:31:57.640 A... Drahtbruch an einem Port erkannt. Mt
1 8/12/2020 11:31:57.639 A.. Drahtbruch an einem Port erkannt. Bt
12 8/12/2020 11:31:57.639 A.. i Drahtbruch an einem Port erkannt. e =

Freeze display

Details on event

Details on event of Fvent|D: |16% 2E39:8D04

fodule |pdpﬁ?pr‘| | FDOTP_1

[Racko(5lot7

Description: | Error: Drahtbruch an einem Port erkannt. on Vendor-specific channel 3
pdp&7pn | FDOTP_1.

Help onevent | Sicherstellen, dass in der Verdrahtung keine Unterbrechung vorhanden ist. | sicherstellen,
dass sich die Last im zuldssigen Bereich befindet. [ Gerdt tauschen. | Bitte Kontakt mit Pilz
aufnehmen.

|Ir1c0mir|g event | Event type |Err0r

| Openin editor || Save as.. |

Figure 73: TIA — F-CPU » Display of the error stack for two-pole FS outputs
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and in the diagnostic message of the PDP67 device:

o Show error stack for system "pdp&7pn” .y

0o, . Device was restarted and has the
00:00:03.002  Event Information & are version 1.0.0. [ A
00, . - _ g
00-00:03.003 Arrived Error Open circuit detected at port X7 pin 4. [

Log entry []

CPU: A

Faul detection: 1100000000000003

Priority: Error

Message: Open crcuit detected at port X7 pin 4.

Change of state: Arrived

Parameter list: 74 D3I 0000

Remedy [

Action

Ensure that there is no open drcuit in the wirng.
Ensure that the load is within the permitted range.
Exchange device.

Please contact Pilz.

oa, . N .

00-00:03.093 Arrived Error Open circuit detected at pork X7 pin 3. [+]

0o, . . _

00-00:03.003  Arrived Errar Open circuit detected at port X8 pin 4. [+]

0o, . . _

00-00:03.093 Arrived Error Open circuit detected at port X8 pin 3. [+] W

Figure 74: PASconfig — PDP67 » Display of the error stack for two-pole FS outputs

Remedy: This can be remedied by deactivating the unused FS outputs:

X07:FDOTP
System Property
Port state
- Switch-off delay (0....65535) [ms]
Max, test duration(0.1...12.7) [ms] On
Open circuit detection Switch off output and send error message W

Figure 75: PASconfig - PDP67 » Deactivation of unused two-pole FS outputs
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9.5.2  Example for start-up errors of the of FS inputs
Cause of error:
- The FDI port X03 is used for the 24V supply and evaluation of the OSSD outputs of receiver Rx
of the PSEN opll4F light curtain is used.
External
supply voltage
OV] [24V
1 24V uncoded
uncoded 24V 1 [
30V
ov 3
Evaluation device [— {5 24V uncoded
uncoded 24V 5
Input circuit 2 0SsSD1 B
4 0SSD?2
R T
PSENopl! PSENopll
receiver transmitter
Figure 76: PSEN opll4F — Two-channel connection on the input circuit of the evaluation device
Then the following system reaction occurs during start-up:
- PDP67:
e The LED DIAG lights up red .
e The LED SO flashes green %.
e The LEDs /0 and /7 at port X03 of the FS inputs flash green *.
- F-CPU:
e The LED Err flashes red €.
The error message of the F-CPU contains:
Events

MNo. Dete and time

46 842020 4:12:26.400 PM
47 842020 4:12:26.395 PM
48 842020 4:12:26.395 PM
49 8142020 4:11:55.956 PM
50 842020 4:11:55.439 PM
51 8142020 4:11:55.367 PM
52 814J2020 4:11:53 288 PM
53 814J2020 4:11:53 288 PM

Details on event

Detalls on event EI

Event

Hardware component not available due to type mismatch
Error on partner - Mo neighbor could be detected
Data transfer not possible -Connection error - connection interrupted

Error on partner - Mo neighbor could be detected

Kurzschluss an einem Testtaktpin

i Kurzschluss an einem Testtaktpin

Diagnestics available and iz being processed

Diagnestics available and iz being processed

16&# 10E6:BCDB

dule |pdpﬁ?pm’

2FDI_2

Rackslot |Ra|:k01'5||:|t3

Dezcription: | Error: Kurzschluss an einem Testtaktpin on Vendor-specific channel 2
pdp&7pn i 2FDI_2.

Figure 77: TIA — F-CPU » Display of the error stack for FS inputs
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and in the diagnostic message of the PDP67 device:

o Show error stack for system "pdp&7pn" x

0o, . Device was restarted and has the firmware
00:00:03.002  Event Information o ion 1.0.0, -] A
oa, . o .
00-00:03.250 Arrived Error Short circuit of a test pulse at port X3 pin 4. [+]
oa, . o .
00-00:03.322 Arrived Error Short circuit of a test pulse at port X3 pin 2. [+]
oa, o .
00-00:07.370 Cleared Error Short circuit of a test pulse at port X3 pin 4. [+]
0a, - : g
00-00:07.447 Cleared Error Short circuit of a test pulse at port X3 pin 2. [

Log entry [l

CPLU:

Fault detection: 1100000000000002

Priority: Error

Message: Short circuit of a test pulse at port X3 pin 2.

Change of state: Cleared

Parameter list: 326000000

Remedy [

Action

Ensure that the wiring is correct and that there are no short crcuits.

Check the configuration of the test pulses.

Ensure that the sensor is error-free,

Exchange device.

Please contact Pilz.

W

Update

Close

Figure 78: PASconfig — PDP67 » Display of the error stack for FS inputs
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Remedy:

The supply to the OSSD outputs of the PSEN opll4F light grid requires 100 mA per output.
The test pulse outputs of the FS inputs each supply 500 mA, so configure them:

— TO/T1 » Pin status: "24V"

— 10/17 » Test cycle: "No test pulse”

Software filter Tirme (0. 1001 [rms]

X03:2FDI
System Property Value
w Test pulses and 5T outputs
General
w 10
Pin state, if this test pulse is not assigned to an input 24V W
Test pulse duration (0.3...10.0) [ms] HiZ I{hiih imiedance]
w T1
Din state if this tect nulee is nnt assinned tn an innut ST output
Inputs and outputs
]
Pin state On W
Software filter Tirme (0...10.0) [rms] 1.0
Pulse stretching (0 ... 255) [ms] 1]
Test pulse Mo test pulse v
I '
Pin state

P
System roperty
w Test pulses and 5T cutputs
General
w T0

Pin state, if this test pulse is not assigned to an input
Test pulse duration (0.3..10.0) [ms]

w T1
Pin state, if this test pulse is not assigned to an input
Test pulse duration (0.3...10.0) [ms]

Discrepancy monitoering

w |nputs and outputs

w 10
Pin state
Software filter Tirme (0...10.0) [rms]
Pulse stretching (0 ... 253) [ms]
Test pulse

Pin state
Software filter Time (0...10.0) [ms]
Pulse stretching (0 ... 253) [ms]
Test pulse

5T output OO0

5T cutput O1

Value
24y Y
30
24v Y
3.0
On W
1.0
0
Mo test pulse W
On W
1.0
0
Mo test pulse W

Figure 79: PASconfig — PDP67 » Adjusting the test pulse outputs of the FS inputs
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9.6 Notes on using the MircoSD card and Reset button

9.6.1 Carrying out of a restart (warm reset) by means of the Reset button

Procedure:
- Press the Reset button for less than 5 seconds.

After execution of a restart/reboot command, the current processing is aborted, and the device is re-
initialized. After a restart, the inputs will keep their current input values and substitute values are
used for the outputs until the connection to the controller has been re-established.

9.6.2  Device exchange using MicroSD card and Reset button

A MircoSD card is available as an optional accessory for the PDP67 device.
- see table in Chapter 2.1 Pilz products [EJ 7]

In the event of a device failure during operation, all relevant configuration data can be transferred
very quickly to a second device using the removable data medium, without the need for software or
an online connection (Device exchange scenario).

Prerequisites:
- On the first PDP67 device, a MicroSD card must have been plugged in before commissioning.
- The removable data medium must not be empty or defective.
e After commissioning, you can use PASconfig to check the FS checksum of the device on the
microSD card; this must match the FS checksum of the configured device.

» see Chapter 9.2 Comparison of checksums of the failsafe configuration data [ 43]
Important: To ensure that final data is stored on the disk, do not remove the microSD card
until the check is complete.

— The device project on the removable data medium must match the product type.

Procedure:

— Press the Reset button for more than 5 seconds. The LED SD flashes yellow.

— Release the Reset button and press and release it again within 10 seconds.

- The device project is transferred from the removable storage card to the device.

If the required files are not available on the removable storage card, the device exchange scenario is
not performed, and an entry is written to the error stack.

NOTICE

If the previously described procedure is executed with the Reset button and
no removable storage card is plugged in, an Original Reset is performed.

Effects of the Original Reset:

- ST and FS configuration data is deleted.

- Profinet Factory Reset is executed

- Error stack is not deleted

- The fieldbus device is automatically restarted.
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Appendix

10  Appendix
10.1  Electrical port assignment of PDP67 device
Graphical overview of electrical port assignment without those for Reset button and Removable
media:
1 2 2| /01
00 (ST) | HiZ | 24V/T0 [1 ST 3[_ov
O1 (ST) | HiZ | 24V/T1 |5 5| 24v/T1 | HiZ [ 01 (ST) |
0 |4 SURCIN 4] 10/00
ov |3 1| 24vIT0 | HiZ [ OO0 (ST) |
M2 — 0 0 — 2[ 11/01
OO0 (ST) | HiZ | 24VITO0 [1 Qo of 3] oV
01 (ST) | HiZ | 24VIT1 |5 g 0 5/ 24V/T1 | HiZ | O1 (ST) |
0 4 ’ 4] 10/00
ov 3 1| 24v/T0 | HiZ [ OO0 (ST) |
1 2 — — 2| /01
00 (ST) ] Hiz | 24V/T0 |1 Qo wa 3oV
O1 (ST) | HiZ | 24V/T1 |5 5| 24v/T1 | HiZ [ 01 (ST) |
0 4 MG 4] 10/00
ov |3 1| 24v/T0 | HiZ [ OO0 (ST) |
nc. |2 — — 2] n.c.
X07 X08
n.c. 1 ‘O+ U+. 3 O-
FE |5 5| FE
o+ |4 g o9 4 o+
o- 3 1 n.c.
-— -—
RD+ |2 2| RD+
TDr |1 ETHO X21 X292 ETH1 3 TD-
FE |5 5 FE
RD- |4 4| RD-
TD- |3 1 TD+
FE__I5——wr A A T 12L_FE_
24V DS [Ip+——y ' T 1 124V Ds )
2 oVLS)
3] ovDS)
4/24VLS )
Figure 80: PDP67 — Wiring » Graphical overview of electrical port assignment
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Appendix

Now the electrical pin assignment for each port type is shown in detail:

Pin assignment of the Input and output ports X07...X08 (

and Standard)

Pin Assignment
2 5 3 2FDI 2FDIO FDOTP
X071, X03, X05 X02, X04, X06 X07, X08
1 |24v/TO0 /HiZ/ 00 (ST)|24V/TO /HiZ/ 00 (ST) n.c
2 n.c
3 ov ov ov
4
5 |24v/T1 /HiZ/ 01 (ST)|24V/T1 /HiZ/ 01 (ST) FE
Notes to the port function “FS input” at X07...X06:
On a 2FDI(O) port without activated test clock outputs (option: “ST output”),
2 FS inputs [Pin 2&4] and 2 controllable single-pole ST outputs [1&5] can be used
1 4 simultaneously; you can even mix the listed options channel by channel!

However, the failsafe function is then limited (no test pulses available).

With the “24V" option, you have a permanent power supply in each case [1&5].

Figure 81: PDP67 — Wiring » Pin assignment X01...X08 (M12, female, A coded)

Pin assignment of the Ethernet ports X217, X22

Pin | Assignment
1 TD+
2 RD+
3 TD—-
4 RD-
5 FE

Figure 82: PDP67 — Wiring » Pin assignment X21, X22 (M12, female, D coded)

Pin assignment of the Power supply ports X317, X32
- Note here the direction of the wiring:
e X37: Interface from the 24 V power supply or from previous decentralised device
e X32: Interface to the next decentralised device

Pin Assignment

1 +24 VDC Device Supply
2 0 VDC Load Supply

3 0 VDC Device Supply
4 +24 VDC Load Supply

5 FE

Figure 83: PDP67 — Wiring » Pin assignment X31, X32 (M12, male & female, L coded)

CAUTION!

In order to guarantee protection type IP67, unused plug-in connectors should be sealed
using the protective caps supplied.
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